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A LITTLE BOY IN A ROOM OF MIRRORS

Both dogs and humans know when we’ve been caged. We sense instinctually when some other 
person—or an institution—has the power to direct or control our lives. And our first awareness of 
this reality occurs at an early age. The older kids on the schoolyard are bigger and stronger. They 
have the power to knock us down and tell us what to do. 

When I was growing up in the 1950s, I was quite aware of my own powerlessness. I couldn’t 
tell anyone what to do—not even a first grader. Although my brain was crammed with a great 
many words, I had a terrible stutter and couldn’t get the words out. Everyone in my elementary 
school class laughed when I struggled to speak, and sometimes even my teacher had to conceal 
her smile. 

By the time I was eight years old, I started to believe that a demon with a perverse sense of 
humor was in charge of my lips and tongue. On some days, he was a lazy demon, and I could talk 
on the phone or answer questions in class. Then the demon would get annoyed with me and I 
would spit and sputter over every word. 

On Sundays my family attended a Scotch Presbyterian church headed by a conservative 
pastor who preached about infant damnation. I was confused about the power of baptism, but I 
definitely understood the concept of hell. I was damned forever through no fault of my own. Peo-
ple were going to mock and tease me for the rest of my life.

My parents wanted me to be happy, but it was clear that they couldn’t solve this problem. 
My mother was a transplanted Southern girl with chestnut brown hair that touched her shoul-
ders. She sang along with the radio and placed maple syrup smiles on my pancakes. Whenever 
I stuttered, she would touch me on the back of the neck as if an infusion of maternal love could 
help me speak. My father was good at fixing things and made most of our furniture in a basement 
workshop. But I was a broken mechanism that couldn’t be repaired. If I jammed up and struggled 
to say my name, he would stare at me with a puzzled expression on his face.

I assumed that I would never be able to speak correctly, and then my elementary school 
received a letter from a university in a nearby city. It announced that a team of neurologists was 
beginning a study of children with speech problems. Testing and weekly speech therapy would be 
given to all participants at no charge. 

My parents discussed the letter after dinner, and a few weeks later my mother drove me 
to the university’s research lab. She signed a permission form, and then a young man wearing a 
white lab coat escorted me upstairs to a large room on the third floor. Half of the room was an 
office cluster with chairs, desks, and file cabinets. The other side had a padded examination table 
placed next to a stainless-steel machine about the size of kitchen sink. I could see that the ma-
chine had eight small pens that touched a spool of paper.
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It was only much later in my life that I saw a photograph in a textbook and realized that I 
had encountered one of the first modern electroencephalogram machines. Human brain waves 
had first been recorded in 1924, but this particular EEG machine was an “Offner Dynograph” 
with a piezoelectric ink system that had been invented after World War II by a professor of bio-
physics named Franklin Offner. Without surgery, it could record the brain’s electrical activity over 
a short period of time.

The young man wearing the lab coat told me to lie on the table and began tapping electrodes 
to my head. No one explained what was going to happen. A few weeks earlier, I had seen the mov-
ie Frankenstein at a Saturday matinee, so I assumed that electricity was about to be shot into my 
skull. 

The dynograph was switched on and the spool of unraveling paper made a humming sound. 
First the technician asked me to raise my right hand and then my left. Then I had to count back-
ward and say the names of the farm animals shown on flash cards. Halfway through this recita-
tion, I heard the words that you never want to hear during a neurological procedure. 

“Oh . . .” 
And then:
“Uh-oh.”
And finally:
“Dr. Naylor, you need to take a look at this right now.”
Dr. Naylor, a short bald man with a nose like a puffin’s beak, hurried over to the EEG ma-

chine with another scientist who had a bushy mustache. They whispered to each other while the 
pens scratched their wavering lines. Dr. Naylor asked me to say my name and count backward. 
When the paper ran out, he ordered the technician to put on another spool, and the three men 
continued their conversation. No one told me what was going on, but I enjoyed being the center 
of attention. 

Dr. Naylor and Dr. Mustache (I never learned his name) watched the machine run through 
four more spools of paper, and then Dr. Naylor ordered the technician to run downstairs and find 
my mother. 

When my mother arrived, I could see that she was impressed—and a little intimidated—by 
the serious-looking men wearing lab coats. Scientists had gained a great deal of prestige during 
World War II, and doctors sold cigarettes on television. The way that she answered their questions 
showed me that she had accepted Dr. Naylor’s authority. His expertise and position gave him the 
right to make decisions about her son. 

As I lay on the table, still attached to the EEG machine, Dr. Naylor explained that every 
human brain has two hemispheres that communicate with each other through a band of nerves. 
Usually, the right side of the brain controls the left side of our body and the other hemisphere 
controls the right side. For most people, one of the two hemispheres is dominant during certain 
activities.
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For some reason, I lacked a dominant hemisphere. My left hemisphere showed activity when 
I was speaking and then my brain decided, “Well, that’s enough of this nonsense” and the right 
hemisphere took over. The switching also took place while I was reciting numbers or looking at 
flash cards.

“What about the stutter?” my mother asked. “Can you fix it?” 
Dr. Naylor smiled. “We’ll try our best, but it won’t happen overnight.” 
Dr. Naylor said that my mother had to sign some more permission forms and he escorted 

her to another room. I have no idea what he told her at that moment, but his subsequent experi-
ments focused on the switching mechanism in my brain. In the 1950s, scientists had no idea why 
right-handed people preferred one hemisphere while the left-handed minority used the other. 
Was a person’s dominant brain hemisphere determined by genetics? Or could a brilliant scientist 
rewire the brain like a fuse box? Dr. Naylor was an ambitious man, and it’s possible that he swag-
gered out of his lab that evening wondering whether a stuttering eight-year-old boy was his key to 
a Nobel Prize. 

During the first few months of the research project, I enjoyed my weekly visits to the uni-
versity. Every Wednesday afternoon, the other kids in my class had to remain at their desks as I 
walked out to the parking lot and jumped into our Country Squire station wagon. Usually, my 
mother waited in the university’s graduate student lounge while I climbed upstairs to the lab. I felt 
grown-up and important—and ready for the electrodes to be taped to my head.

Eventually the young technician disappeared and Dr. Naylor assigned me to a graduate stu-
dent named Carla. Beneath her lab coat, Carla wore skirts and blouses with Peter Pan collars. She 
had short brown hair and pale skin, and wore flared-frame Harlequin eyeglasses that gave her face 
a pointy, aggressive appearance. 

Carla and I rarely spoke to each other, and she never explained what theory she was trying 
to prove. Once I lay down on the table, she would attach the electrodes to my skull. During the 
first few weeks of her experiment, she placed a bandage over my left or right eye, but that didn’t 
influence my choice of brain hemispheres. Deciding on a more direct approach, she began to tape 
one side of my body to the table. 

“Don’t move,” she whispered. “Don’t move. . . .” Then she would shine a flashlight into one of 
my eyes or jab my free arm with a freshly sharpened pencil. 

I had assumed that Dr. Naylor was going to rewire my brain in some way so that my stutter-
ing would disappear. Gradually, I realized that I wasn’t going to be cured at all. Once a week I was 
going to be given an odd sort of brain test, and I had no control over delivering the right answer. I 
wanted to be praised, but the angry expression on Carla’s face told me that I had failed once again. 
On a bad day, she glared at me and jabbed the pencil with extra force.

One of the pleasures of writing novels is that my characters usually do something. But in real 
life we often stay locked in a situation that we know is painful or wrong. Now that I’m older, I can 
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understand Carla’s desire to have a successful experiment. But it’s taken me a long time to figure 
out why I didn’t tell my parents what was going on. 

Over the years, I’ve learned to make a distinction between power and authority. Carla was 
an adult and had power over me, but I still could have refused to get on the table and answer her 
questions. I obeyed because I had accepted Carla’s authority and believed that she had the right to 
jab me with a pencil. Carla, Dr. Naylor, and the other people in the lab were older than me, and 
that meant that they knew more than I did. They showed a confidence in what they were doing, a 
certainty that their actions were correct. 

Children defer to adults because they’re bigger and stronger. But a child also assumes 
that adults have reasons for what they do. There was nothing magical about the Pied Piper of 
Hamelin’s flute. The Piper acted like he knew where he was going and the children followed him 
into the dark mountains and were never seen again. 

So I didn’t resist or rebel. I didn’t cry when it hurt or complain when Carla blinded me with 
her flashlight. As the experiment continued and I kept failing, the strongest emotion I felt was 
shame. 

Although my mother didn’t seem curious about what took place in the lab, she did ask Dr. 
Naylor when I was going to receive some kind of treatment for my stuttering. One afternoon, after 
I had finished my weekly EEG, Dr. Naylor called me into his office and introduced me to my new 
speech therapist—an Ursuline nun. Sister Marie Pierre wore a black robe and scapular along with 
a white wimple and black veil. Her starched white coif and stiff crown band were so tight that only 
her broad, friendly face was exposed. 

After my weekly EEG test and pencil jabbing, I would go downstairs to a room with mirrors 
on the walls. Therapy for stuttering hadn’t changed since the 1930s. I was told to relax my body, 
speak rhythmically, and focus on the movements of my lips. Sometimes Sister Marie Pierre would 
hold a tongue depressor against my cheek, and then we would both stare at the mirror while I 
practiced my explosive consonants (t, p, and k).

I was still going to the lab when I was picked by my third-grade teacher to play the role of 
the King in a dramatization of “The Princess and the Pea.” It turned out that, if I wore a cardboard 
crown and spoke with a funny accent, I didn’t stutter. This transformation seemed miraculous. 
During one of my sessions with Sister Marie Pierre, I got tired of being a stuttering eight-year-old 
boy and started reciting dialogue from the play. 

“Only a real princess could feel a pea through twenty mattresses! Get rid of these fake prin-
cesses! We’ve found a bride for our son!”

Laughter came from behind the walls. Sister Marie Pierre looked startled for a moment, and 
then she frowned and tapped her pale white finger on the table. “Very funny,” she said. “But you 
need to work on the letter p.” 

The next week, after Carla had put away her pencil and detached the electrodes from my 
skull, I left the laboratory and hurried downstairs to the mirrored room. Sister Marie Pierre was 

http://johntwelvehawks.com


Against Authority      - 5 - JohnTwelveHawks.com

late and I noticed an unmarked door at the end of the room. Did it lead to another laboratory or a 
storage closet filled with old lab equipment?

I turned the doorknob and entered a shadowy room with three tiers of wooden seats. But the 
seats weren’t facing a stage or a movie screen. The audience in this theater could peer through a 
two-way mirror at the table and chairs where Sister Marie Pierre and I had our therapy sessions. 
Strangers had watched me spit and sputter like a private freak show while Sister Marie Pierre 
scratched beneath her wimple and wrote in her notebook. 

I can’t remember how long I stood in the secret room. A few seconds? A minute? Carla and 
the others had been experimenting on me for almost two years, but it was when I discovered this 
room that I felt deceived and betrayed. I was still a child. I knew that these adults had power over 
my life and that I would still have to obey them. But from that moment on I rejected their author-
ity, their right to watch and control me. 
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UNDERSTANDING “FREE WON’T”

I hope that my description of Carla and her pencil will jab loose a memory from your own past. 
I’m sure there was a moment in your life when you realized that you didn’t believe what the adults 
were saying. Perhaps they were big and you were small, but suddenly you knew that they were 
wrong and you were right.

There’s nothing unusual about this moment when we step back and separate our own wishes 
from those in control. To create our authentic self, each child has to make decisions about accept-
ing—or rejecting—the right of others to control our lives. It is through these small acts of rebel-
lion that we gradually become adults.

Anyone who has been around young children has observed the moment when a toddler 
learns how to say no. No, I don’t want to wear those shoes. No, I don’t want to eat lima beans. (I 
remember my two-year-old daughter sitting on the floor at bedtime chanting, “No, no, no!”)

The power to say no is actually wired into our brain. In the 1970s, the American physiologist 
Benjamin Libet conducted a famous series of experiments that focused on the unconscious elec-
trical activity of the brain. The same kind of EEG electrodes that Carla taped to my skull was used 
on Libet’s subjects.

The experiment’s participants sat on a desk staring at an oscilloscope screen. Their task was 
simple—just push a button. But they also had to note the position of a luminous dot on the screen 
when they were first aware of the urge to act. Approximately two hundred milliseconds elapsed 
between the decision to press the button and the action itself. And that fact didn’t surprise any-
one. In real life we consciously think about hitting a tennis ball before our muscles actually swing 
the racket.

But when Libet examined the EEG recordings, he found something much more interesting. 
The brain activity that caused the participant to push the button occurred, on the average, three 
hundred milliseconds before they were aware of the decision to act. During a tennis match, our 
brain is already generating an unconscious buildup of electrical activity before we consciously 
think, “Better swing that racket.”

Libet called this change in EEG signals “the readiness potential,” and it has been confirmed 
by a wide variety of subsequent experiments (some recent ones scan the brain with MRI ma-
chines). Our unconscious brain has initiated the decision to swing the racket approximately a half 
second before our conscious mind realizes what is going on.

A busload of computer scientists and philosophers have used Libet’s experiment to attack 
the idea that humans have free will. If our brain has already decided to do something before we 
consciously make a decision, then our choice is meaningless. Some philosophers have argued that 
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conscious thoughts are just an ongoing attempt to explain what the unconscious brain has already 
decided.

Benjamin Libet rejected this conclusion, pointing out that the brain always has a brief inter-
val to reject each action.

I have taken an experimental approach to this question. Freely voluntary acts are pre-
ceded by a specific electrical change in the brain (the ‘readiness potential’, RP) that be-
gins 550 ms before the act. Human subjects became aware of intention to act 350–400 
ms after RP starts, but 200 ms. before the motor act. The volitional process is therefore 
initiated unconsciously. But the conscious function could still control the outcome; it 
can veto the act.

While consciousness doesn’t instigate our physical activity, the brain provides us with a short in-
terval to suppress certain acts. Considering Libet’s findings, the neuroscientist V.S. Ramachandran 
wrote: “This suggests that our conscious minds may not have free will, but rather ‘free won’t’!”
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THE POWER TO SAY NO

I realize that I’ve covered a fair amount of ground in the last few pages, but I wanted to be clear 
about my own assumptions before we examine the growing power of the state in the Digital Era.

Although a graduate student wearing a white lab coat didn’t tape you to a table, I’m sure you 
can recall some moment in your childhood when you made the distinction between your own 
wishes and the rules you had to obey.

Making choices that sometimes reject the authority of those in power is how we become 
independent human beings. Yes, we can scratch ourselves and comb our hair without conscious 
thought, but we always have the option of saying no. In my novel Spark, one of the characters 
sums up the possibilities of free choice:

“. . . Libet proved that even though we have the ‘readiness potential’ to do something, 
we also have the power to say ‘no.’ That potential is always there, always waiting. ‘No—I 
won’t believe this. No—I won’t do this. No—I refuse to go along.’ Keep saying ‘no’ and 
you can change your life.”

Once you accept our inherent ability to say no, you begin to see history in a different way. History 
isn’t a chronicle of the lives of kings, or their modern equivalents. It’s the story of a continual war 
between the people and institutions that have power and that core group in each new generation 
that decides, “I don’t accept your right to that power, your authority.” And this isn’t just a political 
and social rebellion. The conflict includes those people who challenge the status quo in science, 
technology, literature, and art.
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BEING WATCHED BY A MACHINE

In a medieval village, the priest and the local gentry knew what everyone was doing. This in-
formal surveillance was institutionalized when modern governments appeared. The totalitarian 
states of the twentieth century created elaborate systems of monitoring and control, but the tools 
of oppression were always the same: humans watched humans and punished those rebels who 
broke the rules.

But now the system of social control is beginning to change. We have reached a point in 
human history where the balance of power between individuals and institutions has been trans-
formed by modern technology. So how is this new system different from the mechanisms of 
control used in an old-fashioned police state?

Any monitoring system that is invisible, pervasive, automatic, and permanent gives those in 
power the means to create a modern surveillance state. And these new states will have an author-
ity that has detached itself from ethics and ideology. Politicians and dictators will continue to 
make speeches, but their words will become meaningless. This new system will see and know us. 
It will even predict our future behavior.

But this vision of the future is not inevitable. We can still protect our freedom if we under-
stand the digital walls that are beginning to surround our lives.
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PROFESSOR SIMITIS GIVES A WARNING

In 1985, a law professor from Germany named Spiros Simitis gave the Thomas Jefferson Lecture 
at the University of Pennsylvania Law School. His speech had a fairly constrained title: “Review-
ing Privacy in an Information Society.” 

Simitis was an expert on the legal aspects of privacy and had worked as the data collection 
commissioner for the German state of Hesse. His experiences in Germany had given him a vision 
of what was going to happen in the future:

The processing of personal data is not unique to a particular society. On the contrary, 
the attractiveness of information technology transcends political boundaries, particu-
larly because of the opportunity to guide the individual’s behavior.

“Transcends political boundaries” is an innocuous-sounding phrase with some serious impli-
cations. Simitis believed that ideology and political parties weren’t relevant issues when it came 
to this new tool. The government could be Labor or Conservative, Democrat or Republican—it 
didn’t really matter. Both governments and corporations could use information technology to 
destroy privacy, and this might “threaten the very fabric of democracy.”

“Reviewing Privacy in an Information Society” was a logical, well-researched vision of what 
turned out to be our future, but the emphasis was still on the legal concept of privacy. In 1985, in-
formation technology was still taking baby steps. Privacy experts like Spiros Simitis realized that 
computers were going to change society and they assumed that new laws could defend our private 
lives.

But everything changed on September 11, 2001, when American Airlines Flight 11 crashed 
into the North Tower of the World Trade Center.

http://johntwelvehawks.com


Against Authority      - 11 - JohnTwelveHawks.com

ARREST THE LIBRARIANS

On the morning of the attack I was running on a gym treadmill when a friend approached me 
and said, “A plane just hit the World Trade Center in New York. It looks pretty bad.”

I’ve never owned a television. After listening to the radio for an hour, I drove over to a 
friend’s house and watched footage of the towers collapsing.

Almost three thousand people were killed in the attacks, and every morning I read the 
short summaries of their lives that appeared in the New York Times. The death of these innocent 
people was shocking, but I was surprised by the American government’s reaction—an impetu-
ous, ill-conceived invasion of Iraq in search of weapons of mass destruction that never existed. 
Although President Bush eventually confirmed that there was no connection between the attacks 
on September 11 and Saddam Hussein, millions of Americans seemed to believe this convenient 
fantasy.

Coalition forces were supposedly fighting to protect our freedom. But in the United States, 
freedom was being undermined by the passage of the USA Patriot Act, an omnibus bill that was 
supposed to help the government fight terrorism. Some congressmen who voted for the Patriot 
Act admitted later that they never actually read it.

A librarian friend was the first person to tell me about section 215 of the Patriot Act; it was 
a provision that gave the government the power to secretly request and obtain library records for 
large numbers of individuals without having to provide a particular reason why they might be 
involved in illegal activity. Section 215 also included a “gag order” stating that “No person shall 
disclose to any other person (other than those persons necessary to produce the tangible things 
under this section) that the Federal Bureau of Investigation has sought or obtained tangible things 
under this section.” This meant that any librarian who mentioned the government’s demand for 
information could be arrested.

The act allowed law enforcement officers to enter someone’s home without the occupant’s 
permission or knowledge. It gave the government the power to obtain mass data from Internet 
service providers that included “the name, address, local and long distance telephone toll billing 
records, telephone number or other subscriber number or identity, and length of service of a 
subscriber.”

Both the Patriot Act and the fearful statements by elected officials indicated a significant 
change in America’s antiterrorist efforts. Instead of looking for someone in particular, everyone 
was now a possible suspect—caught up in the same dragnet. It was also clear that human beings 
could never individually check the billions of facts about our emails, phones calls, and credit card 
purchases. Computers would have to collect and evaluate this information; we were entering an 
era of surveillance by software programs.
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I moved to London in 2002 and discovered that the war in Iraq had triggered a rise in sur-
veillance throughout Europe. Closed-circuit television (CCTV) cameras were everywhere, and 
Transport for London created a wall poster that showed a double-decker bus crossing a bridge 
while four enormous eyes stared down from the sky. SECURE BENEATH THE WATCHFUL 
EYES, read the poster. It bothered me that anyone walking through London was probably being 
tracked by a video camera, but very few people recognized that fact—or cared.

So what kind of personal data was going to be saved on the government’s computers? In the 
years that followed the 9/11 attacks, there was a surprising answer to that question.

Everything.
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TOTAL INFORMATION

John Poindexter was an ex-admiral who served as national security advisor for the Reagan ad-
ministration. In 1990, he was convicted of five felony counts of lying to Congress, destroying 
official documents, and obstructing congressional inquiries into the Iran-Contra Affair. Poindex-
ter’s conviction was reversed on appeal, and he spent a decade working for defense contractors. 
In 2002, Vice President Dick Cheney got him a job running the Information Awareness Office, a 
new section within the Defense Department’s Advance Research Projects Agency. 

In a daydream, I picture Poindexter hiding in a one-room office at the end of a long corridor 
in the Pentagon. Sitting behind a gray steel desk, the bald, bullet-headed Poindexter insists he isn’t 
doing anything wrong. “Nothing going on here! No, sir! I’m just making people more aware of 
information!”

You might expect a cautious response from a man who had dodged a jail sentence, but a few 
months after he started his new job, Poindexter combined several existing Defense Department 
projects to create the prototype of a Total Information Awareness (TIA) system. Documents 
obtained by the Electronic Privacy Information Center show that Poindexter met with Wesley 
Clark, the former commander of Operation Allied Force during the Kosovo War. Clark was now 
working as a lobbyist for the commercial data company Acxiom (the c is silent). He explained to 
Poindexter that Acxiom controlled a computerized “data warehouse” filled with personal informa-
tion about Americans. 

The Total Information Awareness system was going to be a huge computer database that 
would gather and store all available information about every American citizen. Each person’s file 
would contain data about phone calls, emails, medical records, credit card data, and social net-
work connections—basically any digital information that could be acquired without a search war-
rant. Once your personal information file was in the system with millions of other files, computer 
algorithms would continuously scan the data for evidence of “suspicious” activities. 

In August 2002, Poindexter gave a speech at a technology conference in which he described 
the TIA system. When details about the system appeared in the New York Times, congressmen 
from both parties condemned this new surveillance program. Although TIA was quickly renamed 
the Terrorist Information Awareness system, Poindexter was forced to resign and the Information 
Awareness Office was defunded in 2003. The Total Information concept was crushed, finished, 
tossed into the trash bin of bad ideas along with New Coke. 

But, of course, it wasn’t. A few years later, an article in the National Journal revealed that the 
various technical components of the TIA system had been simply transferred to other U.S. gov-
ernment agencies. The Information Awareness Prototype System continued to exist, but it was 
given an innocuous code name—“Basketball.” 
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THE VIRTUAL PANOPTICON

In the summer of 2003, sitting in a boat in the middle of a lake on a summer’s day, I had a pro-
found vision that changed my life and eventually resulted in the first novel of the Fourth Realm 
Trilogy, The Traveler. Whenever a reader asks me how long it took me to write the trilogy, I 
answer: “My whole life.” The characters who appeared in the novels came out of my past expe-
riences living and working in a wide range of countries. But the fictional world of The Traveler 
was shaped by the Patriot Act, the Total Information controversy, and all those CCTV cameras in 
London. I began to learn about recent technological advances like face-recognition software, and 
simply pushed everything forward about twenty years.

The Traveler was a dystopian novel like George Orwell’s 1984. As I outlined the rest of the 
trilogy, I wanted to tie my fictional vision to a real-life philosophical system. A friend studying at 
the University of London had once showed me the remains of the utilitarian philosopher Jeremy 
Bentham sitting in a glass case in the South Cloisters. The “auto-icon” displayed Bentham’s skele-
ton padded with straw and dressed in the philosopher’s old clothes. Bentham’s mummified head 
had been stored in a container at his feet, but it had been stolen several times by undergraduates 
and was once used as a ball in a drunken rugby match. Now the philosopher’s head was locked in 
the College Council safe and the effigy had been given a wax head that used the dead man’s hair.

Bentham seemed to be smiling slyly at the visitors standing in front of him. Writing The 
Traveler, I remembered that smile and the fact that the philosopher had once designed a model 
prison called the Panopticon. Using a central tower and a system of shutters, the guards in Ben-
tham’s prison could watch the prisoners without being seen. In The Traveler, a young man named 
Michael encounters an elaborate model of the Panopticon and a former army general named 
Kennard Nash explains the implications of its design:

Nash stepped closer to the model and studied it carefully. “Each room is a cell with 
thick enough walls so there can’t be communication between the prisoners. Light 
comes from the outside so the prisoner is always back-lit and visible.”

“And the guards are in the tower?”

“Bentham called it an inspection lodge.”

“Looks like a maze.”

“That’s the cleverness of the Panopticon. It’s designed so that you can never see the face 
of your guard or hear him moving about. Think of the implications, Michael. There 
can be twenty guards in the tower or one guard or no guards at all. It doesn’t make a 
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difference. The prisoner must assume that he’s being watched all the time. After awhile, 
that realization becomes part of the prisoner’s consciousness.”

Gradually, I realized that the surveillance cameras plus the email and cell phone monitoring was 
creating a Virtual Panopticon—a digital prison created and maintained by computer networks 
that enclosed all of us within its invisible walls. The Virtual Panopticon seemed so powerful and 
pervasive that I tried to escape it within the novel by creating six parallel worlds based on the 
Buddhist realms.

Very few people knew that I was working on the novel, and the only person who watched 
me write it was my teenage daughter. Worried about her father and curious about his new fiction-
al world, she would sneak into my office when I wasn’t home and read each new chapter on my 
computer.

For the first drafts of the book, I kept my birth name off the title page. The old me wasn’t 
writing this book. Something was different. Something had changed. I had always admired 
George Orwell, and had read his collected essays and letters countless times. When Eric Blair 
became Orwell, he was set free, liberated from his Eton education and colonial policeman past. 
And there was another factor about the title page that troubled me. I was telling my readers that 
this new system of information technology was going to destroy our privacy, and that they should 
resist this change. It seemed hypocritical to go on a book tour or appear on a talk show blabbing 
about my life when our private lives were under attack.

Years earlier, I had wandered through a forest at dawn and had stumbled on the nesting 
place of some red-tailed hawks. Twelve hawks rose into the air and circled me—one coming so 
close that the tip of its wing brushed against the side of my head. That was a profound incident for 
me—a totemic moment—so I decided to call myself John Twelve Hawks (John was the name of a 
relative). I scrawled that name on a title page and smiled for the first time in months. This felt like 
a significant step in my practice of Buddhism: give away everything, including your name. Only 
this present moment is real.

When The Traveler was first published in more than twenty-five countries, a number of 
reviewers called the novel “paranoid fiction.” One reviewer decided that I was a “paranoid schizo-
phrenic, in need of serious clinical help,” and this phrase became a continual source of humor 
among my friends (whenever I lost my apartment keys or turned the wrong way down a one-way 
street, someone would announce in a deliberately pompous voice that I needed “serious clinical 
help”).

But after a decade passed, what had once seemed to be a fantasy became our present reality. 
The mechanism of surveillance could now be separated into two different systems of technology. 
Seeing describes the multilevel surveillance devices—the CCTV cameras and computer systems 
that gather information about you and store it in a massive total information database. Knowing 
describes the software programs that filter and analyze this “big data.”

For a time, the CCTV camera was the obvious symbol for this new surveillance culture.
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After The Traveler was published, I printed off thousands of bumper stickers that had an 
image of a surveillance camera with a red bar slashed across it. Then I offered signed books to the 
person who slapped up this protest in the most outrageous location (the winner put a sticker on 
the back of a police car).

While this was going on, I promoted the activities of the Surveillance Camera Players, a 
street group based in New York that mapped CCTV-camera locations and performed mocking 
plays directly in front of them. I spent several days mapping the visible surveillance cameras in 
a ten-block area of New York’s Lower East Side and worked out an unrealized scheme by which 
three teams of two people with spray cans and stepladders could disable all the cameras during a 
midnight blitz attack.

But by the time I published The Dark River (the second book in the trilogy), I began to 
realize an unpleasant truth. Our invisible prison was becoming more pervasive and powerful, but 
very few people were trying to stop its creation.
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“SO HOW COME MORE PEOPLE AREN’T HERE?”

If you attend an event organized by an anti-surveillance group like the Electronic Privacy Infor-
mation Center, there always seems to be a moment when the enthusiasm leaks out of the room. 
The people who show up for these gatherings are passionate and informed—eager to hear a panel 
of experts talk about the end of privacy. Then during question time, someone grabs the audience 
microphone and asks, “So how come more people aren’t here?”

Usually, a member of the panel mumbles something like “Because people aren’t getting 
enough information,” and then the moderator points to another raised hand. But the question 
always stays with me as I leave the auditorium.

When a dictator comes to power, citizens usually see more police officers and soldiers on the 
street. New ID cards appear, and these documents are checked by a variety of government func-
tionaries. As the new authoritarian regime extends its control, citizens have to deal with rationing, 
nighttime arrests, and propaganda meetings. Even the most nonpolitical person realizes that 
freedom has been restricted—and that daily life has changed.

There’s no need to have a policeman check your ID if you live in one of the new surveillance 
states. We are now monitored by a wide variety of scanners, sensors, and software programs. The 
average citizen is aware that he’s being watched, but no one seems to know how to stop this attack 
on privacy. If a squad of policemen blocks the street, you can wave a protest sign or throw stones. 
But how can you march against a cloud computer data warehouse that is thousands of miles away 
from your home?

Most of the surveillance system is unobtrusive, and the technology we do see—such as the 
cameras and license plate scanners mounted on lampposts—has become more sophisticated. In 
2002, the “watchful eye” cameras in London took a video of whoever was walking down a par-
ticular street. If the police needed to know an identity, someone had to match the blurry images 
with a notebook filled with mug shots and passport photos. These days, a computer using the new 
face-recognition software does all the work automatically. Face-scanner systems convert each 
person’s face into a mathematical code called a face print. This code is instantly compared to an 
image file of faces.

Scanners make sure that strangers don’t apply for a driver’s license in your name. If someone 
passes through security for an international flight, a face scanner makes sure that you board your 
particular plane and not another flight leaving from the same terminal. But face scanners can also 
be used without the target’s knowledge and permission. “NameTag,” one of the first apps devel-
oped for Google Glass, allows the eyeglass wearer to glance at someone on a bus and instantly 
learn the stranger’s name, occupation, and Facebook information. Searching for card counters 
and big spenders, Las Vegas casinos routinely scan the faces of people as they enter the casino 
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lobby. And several Japanese stores have programmed their scanners to blacklist customers who 
are known “complainers” about faulty merchandise.

In the twentieth-century authoritarian states, the secret police were constantly looking for 
“enemies of the people.” We are moving toward a point when a refusal to be observed will be seen 
not as a political statement, but as antisocial behavior. Aharon Farkash, the head of a face-scan-
ning firm called FST Biometrics, voiced this new view of society when he was interviewed for a 
New York Times article about face-recognition technology.

Although the company has residential, corporate and government clients, Mr. Far-
kash’s larger motive is to convince average citizens that face identification is in their 
best interest. He hopes that people will agree to have their faces recognized while 
banking, attending school, having medical treatments and so on.

If all the “the good guys” were to volunteer to be faceprinted, he theorizes, “the bad guys” would 
stand out as obvious outliers. Mass public surveillance, Mr. Farkash argues, should make us all 
safer.

After reading Farkash’s statement, I found myself wondering what governmental agency gets 
to determine who is “bad” and who is “good.” Those individuals who invent or market surveil-
lance technology frequently demonstrate a peculiar haziness about power. They are very clear and 
specific about what their new marvel can do, but silent about who will be using this technology—
and for what reasons.

If biometric scanners are placed at the entrance of every building, anyone who refuses to be 
tracked or monitored will instantly be placed in the “bad guy” category. The growing pervasive-
ness of monitoring—and the bland assumption that everyone should be part of it—is the true 
power of the Virtual Panopticon. The rise of the surveillance state has been an invisible revolu-
tion.

During the decade that followed the 9/11 attacks, only a few people realized that information 
technology was radically transforming government power. But that situation changed in 2013 
when a contract employee named Edward Snowden downloaded files onto a thumb drive and 
strolled out of an NSA facility in Hawaii.
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A SECRET GRID

In the years before Snowden fled to Moscow, a handful of other whistle-blowers had disclosed 
secret information about different government surveillance systems. There had been a number of 
news articles about ECHELON, the collection and analysis network controlled by the “Five Eyes” 
group of nations (Australia, Canada, New Zealand, the United Kingdom, and the United States). 
Concern about this new spy system resulted in an eighteen-page report published in 2000 by the 
European Parliament. The report revealed that ECHELON could tap into international phone 
calls and emails sent through a telecommunications satellite. Although ECHELON continued 
to gather data without restriction, the news stories about its existence did result in a memorable 
headline created by the BBC. ECHELON was “Big Brother without a cause.”

In the early 1990s, the media reported that information obtained from ECHELON was 
leaked to American aircraft companies that were trying to win a $6 billion contract from Sau-
di Arabia. In 1998, the NSA disclosed that it had used ECHELON to intercept Princess Diana’s 
phone calls and that the agency was holding 1,056 pages of classified data about the dead princess.

In 2005, the New York Times reported that President Bush had given the NSA authorization 
to eavesdrop on the phone calls and emails of Americans without court-approved warrants. In 
2006, a USA Today article by Leslie Cauley showed that the NSA had collected metadata phone-
call records of millions of Americans. Metadata is like an old-fashioned card catalog in a library. 
It’s a set of data that describes and gives information about other data. The NSA didn’t need to 
know what two people were saying in their conversation if they obtained a description of who was 
talking plus when and where the phone call occurred.

But these articles had given only scattered details about the global surveillance system. 
Snowden’s release of a large number of top-secret documents showed that the system was per-
vasive and growing exponentially. It gave detailed proof of the activities of the National Security 
Agency, the British Government Communications Headquarters (GCHQ), and their allies in 
other countries. Snowden accessed roughly 1.7 million files, and information continues to be 
revealed on The Intercept, an online magazine edited by Glenn Greenwald and fellow journalists 
Laura Poitras and Jeremy Scahill. The initial releases gave details about the following surveillance 
programs:

1. The National Security Agency collected vast amounts of metadata information about the 
Internet activity and email of Americans via the “Stellar Wind” program. This operation 
was replaced during the Obama administration by an even more powerful program called 
“ShellTrumpet.”

2. The NSA and GCHQ created PRISM, a mass electronic surveillance program that collected 
data directly from the servers of several major Internet services providers. PRISM included 
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information on the email, phone calls, voice chat, and stored data from American citizens 
who were not the targets of any investigation.

3. A secret program named XKeyscore gave the NSA and allied security agencies the power to 
watch computer users all over the world in “real time” as they sent emails, searched Google, 
and looked at websites. XKeyscore could also access private messages and activity on social 
media platforms like Twitter and Facebook.

4. NSA’s Boundless Informant program was a “big data” tool that collected and analyzed data 
on the emails and phone calls made by American and European citizens. A stolen NSA 
slide showed that in March 2013, Boundless Informant captured almost three billion “data 
elements” generated by emails and phone calls inside the United States.

5. The NSA also monitored the phone calls of approximately thirty-five world leaders—in-
cluding German president Angela Merkel’s mobile phone.

Although the Fourth Realm Trilogy predicted some of the programs revealed in Snowden’s NSA 
documents, most of the technical details in the books were shaped by the necessities of plot. For 
example, I realized that any institution designing a program of mass surveillance would need a 
major advance in computer technology to break the next generation of encryption codes. For 
this reason, I invented a quantum computer and gave it to the fictional Evergreen Foundation. I 
assumed that someone would come up with an effective quantum computer within twenty years 
or so. But leaked documents revealed that the NSA already has a quantum computer research 
program, known as “Penetrating Hard Targets.”

In the final chapters of The Traveler, an interconnected surveillance network tracks a char-
acter named Lawrence Takawa as he tries to flee from New York City. When Lawrence runs past 
a bank, his pursuers pinpoint his location by accessing the video camera installed in a sidewalk 
ATM. I wrote this chapter knowing how difficult it was to hack into a computer system and cap-
ture live-time webcam images. But one gray morning in February 2014, I opened the Guardian 
and discovered that the British Government Communications Headquarters (GCHQ) was doing 
exactly that—watching people as they sat in front of their computer cameras.
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“IF PRIVACY HAD A GRAVESTONE IT MIGHT READ: ‘DON’T WORRY. THIS WAS FOR 
YOUR OWN GOOD.’” (THE DARK RIVER)

The leaked documents described a British and American surveillance program with the code 
name “Optic Nerve.” According to the Guardian,

Britain’s surveillance agency GCHQ, with aid from the US National Security Agency, inter-
cepted and stored the webcam images of millions of Internet users not suspected of wrongdoing, 
secret documents reveal. GCHQ files dating between 2008 and 2010 explicitly state that a surveil-
lance program codenamed Optic Nerve collected still images of Yahoo webcam chats in bulk and 
saved them to agency databases, regardless of whether individual users were an intelligence target 
or not.

Optic Nerve was an ambitious mass surveillance program. It captured and saved one image 
every five minutes from millions of webcam conversations. During the time it was active, the pro-
gram accumulated a huge database of personal images.

And what secrets did Optic Nerve reveal? The administrators at GCHQ were shocked to dis-
cover that a significant number of people spend their leisure time sending naked photos to each 
other. This is summarized in section 27 of the GCHQ report:

27. Unfortunately, there are issues with undesirable images within the data. It would 
appear that a surprising number of people use webcam conversations to show intimate 
parts of their body to the other person. Also, the fact that Yahoo software allows more 
than one person to view a webcam stream without necessarily sending a reciprocal 
stream means that it appears sometimes to be used for broadcasting pornography.

The leaked documents indicated that between 3 percent and 11 percent of the webcam images 
contained “undesirable nudity.” The secret GCHQ program used pornography detectors that 
made assessments based on the amount of skin in a particular image, but the system didn’t work 
very well. Perhaps people with broad, fleshy faces were automatically tagged “pornographic.”

I have no idea what was said during the proposal and planning sessions for Optic Nerve, but 
the documents state that the spy program was created to test automated facial-recognition soft-
ware and “discover new targets” of interest. Testing software seems like a plausible goal until you 
discover that, during one six-month period in 2008, GCHQ collected images from more than 1.8 
million Yahoo accounts all over the world. And the program wasn’t searching for specific targets. 
The data was “unselected,” which meant that the program took images from everyone—not just a 
suspected criminal or possible terrorist.

After reading the leaked documents, I can offer a more plausible explanation for Optic 
Nerve. The program was created not for any specific reason; it came about because those in power 
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could do it. The British and American security agencies had the necessary funding, staff, and 
technology to create the program—and the legally authorized secrecy to hide their activities.

If there are no speed limits on the road and the police are asleep, someone is going to blow 
past all the stop signs. When Snowden’s revelations appeared in the newspapers, President Obama 
created a five-member “Review Group on Intelligence and Communications Technologies” to an-
alyze the NSA’s activities and make recommendations. In their report to the president, the Review 
Group seemed overwhelmed by the wide range of surveillance going on, and they make a rather 
plaintive statement: “Indeed, the fact that officialscanlegally acquire information (under domestic 
law) does not mean that they should do so.”

The documents made it clear that the NSA and the British GCHQ were watching ordinary 
citizens who weren’t suspected of any crimes. So what was our reaction?
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WE’RE WATCHING YOU

In my 2006 essay “How We Live Now,” I listed the most common reactions I heard from people 
who had learned about the new forms of electronic surveillance:

“Honest people have nothing to hide.”
“They (our leaders) know best.”
“It’s a dangerous world.”
My usual response to the “nothing to hide” argument is as follows: “If that’s true, then why 

don’t you post your financial data, your medical files, and copies of all your emails on a public 
website?”

This statement usually generates the reaction: “Well, obviously some facts need to be kept 
private!”

One cliché endlessly offered up by the people supporting government surveillance is that 
there needs to be a “trade-off ” between security and privacy. But this is a trade that goes only 
one way. It’s clear that we’ve lost control over what personal information is public and what we 
prefer to keep private. The new reality is that they see us, but we can’t see them. We have no real 
idea who is watching us or for what reason. Yes, it could be the government, but it could also be 
a multinational corporation or a nineteen-year-old hacker living in Romania who is phishing for 
our bank account numbers.

As for the “government knows best” argument, I can only repeat what I wrote in “How We 
Live Now”:

Believing that the government knows what’s best is an argument that barely merits a 
serious discussion. Any high school history student can come up with hundreds of 
examples of when a king, dictator, or elected official followed a destructive, foolish 
policy. Democracy doesn’t protect our leaders from having a limited, parochial vision. 
A politician’s true priority is career self-preservation.

The release of the NSA documents did confirm one ageless truth about authority: those in power 
lie to defend that power. Adherence to the law has usually been the political ideal of Western 
democracies. But the NSA leaks showed that government officials knew about the illegal surveil-
lance of American citizens and lied about that fact.

James Clapper is the fourth director of national intelligence—the principal advisor to the 
president and the National Security Council about intelligence matters related to national secu-
rity. On March 12, 2013, Senator Ron Wyden asked the director in a public hearing whether the 
NSA collected data on millions of Americans. If you get the chance, take a look at the video of 
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this moment. Clapper doesn’t make eye contact with Senator Wyden, and the fingers of his right 
hand twitch nervously as he presses them against the side of his forehead.

Clapper: “No, sir.”

Senator Wyden: “It does not?”

Clapper: “Not wittingly. There are cases where they could inadvertently perhaps col-
lect, but not wittingly.”

Well, of course they do. A few months later, Clapper sent a letter to the Senate Intelligence Com-
mittee in which he claimed to have misunderstood the question: “I have thought long and hard to 
re-create what went through my mind at the time. My response was clearly erroneous—for which 
I apologize.” Clapper explained that he was “thinking instead of a different aspect of surveillance, 
the Internet content collection of persons NSA believes to be foreigners outside of the United 
States.”

On June 16, 2013, weeks before this letter was released, President Obama backed up Clap-
per’s statement, telling a TV interviewer:

“What I can say unequivocally is that if you are a U.S. person, the NSA cannot listen to 
your telephone calls and the NSA cannot target your e-mails.” 

But a few weeks after that, a Washington Post article revealed that the president had a peculiar 
interpretation of the word target. Although the NSA couldn’t legally go after U.S. citizens, the 
agency could collect, analyze, and keep any communications from Americans that came from an 
overseas source. In addition, it had been collecting and examining metadata about emails sent by 
Americans since the Bush era.

NSA officials repeatedly stated that this metadata was “impersonal” information, but of 
course that wasn’t true, either. On January 14, 2014, a former CIA deputy director told the Senate 
Judiciary Committee, “There is quite a bit of content in metadata. There’s not a sharp distinction 
between metadata and content. It’s more of a continuum.”

My daughter kept a dairy when she was a little girl, and I remember her fury when my son 
tried to read it. Perhaps he should have told her that he wasn’t specifically reading the secrets writ-
ten in her diary . . . it was more of a continuum.

Should we be afraid of our government? Not necessarily. But a lack of fear doesn’t mean that 
we need to accept—or ignore—our government’s attack on personal privacy. In their 308-page 
report to President Obama, the Review Group on Intelligence and Communications Technologies 
didn’t accept the “government knows best” argument.

Finally, we cannot discount the risk, in light of the lessons of our own history, that at 
some point in the future, high-level government officials will decide that this mas-
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sive database of extraordinarily sensitive private information is there for the plucking. 
Americans must never make the mistake of wholly “trusting” our public officials.

“Okay. I get it. The government lies,” mutters the citizen. He looks annoyed for a moment, then 
perks up and says the one word that supposedly trumps all objections to the surveillance state. 
“But what about terrorism? It’s a dangerous world out there!”
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CRUSHED BY YOUR TELEVISION SET

Statistics on terrorism issued by the American government can be somewhat deceptive, and it’s 
important to examine the details. Illusion of Justice, a 214-page report released in July 2014 by 
Human Rights Watch, used interviews and publicly available court documents to examine twen-
ty-seven high-profile federal terrorist cases. The report stated that nearly 30 percent of more than 
five hundred federal counterterrorism convictions were sting operations in which an FBI infor-
mant was crucial to organizing the underlying plot.

In the case of the “Newburgh Four,” for example, a judge said the government “came 
up with the crime, provided the means, and removed all relevant obstacles,” and had, 
in the process, made a terrorist out of a man “whose buffoonery is positively Shake-
spearean in scope.”

Since many of the U.S. federal court cases involved informant-organized activity, I decided to 
focus on death statistics. Using information from the Global Terrorism Database, a 2013 article in 
the Washington Post stated that the odds of an American dying from a terrorist attack in the last 
five years have been about 1 in 20 million (this number includes both domestic attacks and over-
seas attacks). According to a 2011 report from the National Counterterrorism Center, Americans 
are just as likely to be crushed to death by their television or other pieces of collapsing furniture as 
they are to be killed by a terrorist act.

For those readers who can’t picture Grandma being pulverized by her flatscreen, a 2013 
“Danger of Death!” article in the Economist lists the more familiar causes of death in the Western 
world—cancer, heart disease, and respiratory failure. For example, there is a 1-in-467 chance that 
an American will die of heart disease in any given year. So why aren’t the authorities issuing “Red 
Alerts” in response to the public’s daily consumption of Wendy’s “Triple Baconator,” a popular 
1,330-calorie sandwich? After studying the mortality statistics, I would suggest that the Baconator 
and the UK Burger King’s XL Bacon Double Cheeseburger are a good deal more dangerous to 
citizens than terrorism.
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“IF YOU SEE SOMETHING, SAY SOMETHING”

In the twenty-first century, terrorism has been the principal threat that has justified the rise of 
the surveillance state—not just in America, but in countries all over the world. Whenever politi-
cal leaders or the talking heads on our television screens discuss the end of privacy, they portray 
themselves as hardheaded realists who are making tough choices to defend the public. But death 
probabilities are factual. They encourage us to explore an emotional topic in a rational manner 
and begin to ask some difficult questions. What truly threatens our existence? What are the costs 
of protecting ourselves? And is mass surveillance an effective way to fight terrorism?

In 2012, John Mueller, a political scientist at Ohio State University, and Mark Stewart, a pro-
fessor and risk-assessment expert at the University of Newcastle in Australia, published a lengthy 
article in International Security, a quarterly journal published by the Massachusetts Institute of 
Technology. “The Terrorism Delusion: America’s Overwrought Response to September 11” is one 
of the most objective and detailed articles publicly available about the American government’s an-
titerrorism efforts. Mueller and Stewart analyzed case studies of fifty “terrorist plots” in the United 
States since the 9/11 attacks.

American citizens are constantly reminded that terrorism is an ever-present danger. In 2009, 
the Department of Homeland Security issued a report that stated, “The number and high profile 
of international and domestic terrorist attacks and disrupted plots during the last two decades 
underscore the determination and persistence of terrorist organizations.”

The reality of the actual cases is much less dramatic. In Illusion of Justice, the detailed exam-
ination of twenty-seven high-profile terrorist cases, Human Rights Watch stated:

The FBI appears to have frequently targeted particularly vulnerable individuals with 
mental or intellectual disabilities. At least eight of the defendants in cases we examined 
showed serious signs early on that they struggled with mental or intellectual disabili-
ties—diagnosed mental health problems or significantly low intelligence or difficulty 
comprehending basic concepts.

After reviewing fifty terrorist plots in the United States, Mueller and Stewart made a similar ob-
servation:

In sharp contrast, the authors of the case studies, with remarkably few exceptions, de-
scribe their subjects with such words as incompetent, ineffective, unintelligent, idiotic, 
ignorant, inadequate, unorganized, misguided, muddled, amateurish, dopey, unrealis-
tic, moronic, irrational, and foolish. And in nearly all of the cases where an operative 
from the police or from the Federal Bureau of Investigation was at work (almost half 
of the total), the most appropriate descriptor would be “gullible.”
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And what is the cost of our fears? Not counting the wars in Iraq and Afghanistan, Mueller and 
Stewart estimate that more than a trillion dollars has been spent on domestic homeland security 
in the United States since the 9/11 attacks, and this level of expenditure continues to rise.

Based on the frightening news articles that appeared after the 9/11 attacks, Americans had a 
right to be scared. In 2002, the Washington Times Pentagon correspondent reported that U.S. in-
telligence agencies estimated there was “an infrastructure of as many as 5,000 al Qaeda terrorists 
and their supporters in the United States” and that these terrorists were hidden in sleeper cells, 
waiting to attack.

But in 2005, a secret FBI report obtained by ABC News revealed that “to date, we have not 
identified any true ‘sleeper’ agents in the United States.” After the report was leaked, FBI director 
Robert Mueller testified before a Senate committee that the threat from al-Qaeda sleeper cells was 
even greater than he previously stated because the FBI couldn’t find any of them. According to 
Director Mueller, “I am concerned about what we are not seeing.” This statement from the head of 
the FBI reminds me of a joke about a madman wearing a bell around his neck who goes to see a 
psychiatrist:

Psychiatrist: Why do you wear that bell around your neck?

Madman: Because of the tigers roaming around New York.

Psychiatrist: But there aren’t any tigers on the streets of this city.

Madman: (grins and touches the bell) See! It works!

Although the five thousand terrorists who were supposedly living in the United States still haven’t 
appeared, the officially sanctioned suspicion and paranoia have continued to encourage a culture 
of fear. When I travel on buses and subways in New York City, I constantly see posters that show 
an ominous-looking abandoned backpack with the trademarked slogan “If You See Something, 
Say Something.” Thousands of frightened New Yorkers have said something, calling the terror-
ist tips hotline. But in a 2008 New York Times article by William Neuman, it was revealed that 
none of the calls have resulted in the police finding bombs—or terrorists (a few people have been 
arrested for peddling Fourth of July fireworks and trying to sell false IDs).

As each year passes, it’s clear that the thousands of deaths caused by the 9/11 attacks were an 
“outlier” occurrence, an aberration that has not occurred again. In the 1940s, Nazi Germany was 
an existential threat to the citizens of the United States and Europe—a cause that justified mas-
sive government expenditures and the sacrifice of millions of soldiers. It’s not clear that terrorism 
matches that level of threat.

In the twenty-first century, radical Muslim groups in the Middle East will continue to see the 
United States, Great Britain, and other Western democracies as modern-day “Crusaders” engaged 
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in a “War on Islam.” But the fact that groups like al-Qaeda might want to attack Western countries 
does not mean that they have the means or the ability to do so.

It would seem logical that the public’s fear about terrorism should have gradually declined 
during the decade that followed 9/11, but that hasn’t been the case. Mueller and Stewart confront 
this paradox directly:

If September 11 is an aberration, as it increasingly seems to be, then the experience 
should gradually be considered a tragic irrelevance, not one that fundamentally de-
termines consequent activities, perceptions, planning, and expenditures. Therefore, 
anxieties about terrorism should be receding. Yet, as documented in Figure 1, 35 to 
40 percent of the American people continue since late 2001 to profess worry—even in 
the aftermath of the death of Osama bin Laden—that they or a family member might 
become a victim of terrorism. This is a startling phenomenon, and one that has a dis-
tinctly delusionary quality. . . .
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THE OTHER

Yes, there are terrorists in this world and we need to defend ourselves against their attacks. But 
the establishment of mass surveillance systems by both Western democracies and authoritarian 
regimes has been far out of proportion to the reality of that threat.

American television shows and Hollywood action movies have consistently portrayed ter-
rorists with far more money, competence, and intelligence than the present reality. Instead of a 
criminal mastermind, the real-life domestic terrorist in United States resembles José Padilla—a 
former member of the Latin Kings street gang who thought he could enrich uranium by swinging 
it around his head in a bucket.

Even when Hollywood tries to dramatize real events, it often leaves out any details that 
would cause us to question the prowess of our adversaries. At the end of the Academy Award– 
winning movie Zero Dark Thirty, after the Navy SEALs have killed Osama bin Laden, the team 
members are seen grabbing notebook computers off tables and stuffing them into bags. Anyone 
watching this scene would assume they were seeing a dramatization of a major intelligence coup. 
The death of Osama bin Laden made a great many people happy (myself included), and it ap-
peared that the seizure of the laptops would give the CIA crucial information about new conspira-
cies. Mueller and Stewart described a more prosaic reality:

Taken away with bin Laden’s bullet-shattered body were written documents and mass-
es of information stored on five computers, ten hard drives, and one hundred or more 
thumb drives, DVDs, and CD-ROMs. This, it was promised, represented a “treasure 
trove” of information about al-Qaida—“the mother lode,” said one U.S. official eager-
ly—that might contain plans for pending attacks. Poring through the material with 
great dispatch, however, a task force soon discovered that al-Qaida’s members were 
primarily occupied with dodging drone missile attacks, complaining about the lack of 
funds, and watching a lot of pornography.

In order to justify their actions, those in power have a tendency to exaggerate the threat of the 
Other (an enemy group that is usually of a different race, nationality, or religion than the dom-
inant culture). Modern technology makes it easy to broadcast messages that encourage feelings 
of hopelessness and fear. In The Traveler, one of the characters describes the moment he became 
aware of this kind of manipulation:

“My plane was delayed six hours. I spent my time drinking and staring at a television 
in the airport bar. More death and destruction. Crime. Pollution. All the news stories 
were telling me to be frightened. All the commercials were telling me to buy things 
that I didn’t need. The message was that people could only be passive victims or con-
sumers.”
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In the past two hundred years, Americans have been frightened of Catholics, immigrants, an-
archists, “reds” (after World War I), Japanese-American “saboteurs” (during World War II), 
communists hiding in the U.S. government, radical students, antiwar protesters, and computer 
hackers.

The fear of the Other has always been with us. Seeing terrorism as a new variation in a se-
quence of officially announced threats allows us to step back from the message of fear and ques-
tion the idea that mass surveillance really is the most effective way to fight this problem.
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THE BLUNT TOOL

George Orwell’s novels were strongly influenced by his own experiences. Agents of the Russian 
secret police questioned him in Barcelona during the Spanish Civil War. When Orwell returned 
to Great Britain, he read accounts of the “Great Purge” in Russia: the massive campaign of politi-
cal repression run by Stalin’s secret police from 1934 to 1940. During the purge, the Soviet secret 
police arrested soldiers, Communist Party officials, and peasants. No one was safe. Everyone was 
a suspect. In 1984, the fictional state of Oceania shows us a society where everyone is watched at 
all times. Oceania is run according to the assumptions that govern most totalitarian countries.

1. Any citizen is capable of committing a crime against the state.

2. Everyone should be considered a suspect and the entire population should be monitored by 
a surveillance system.

3. The system will gather information about every citizen and then decide who could possibly 
be guilty.

When a government deliberately creates a technological system that automatically gathers, an-
alyzes, and stores detailed personal information about all its citizens, it should be considered a 
surveillance state. The legal justifications for the gathering of mass data about Americans who 
have not been accused of a crime were summarized by U.S. district judge William Pauley III when 
he rejected the American Civil Liberties Union’s claim that the NSA’s bulk collection of U.S. tele-
phone data was exceeding the bounds of section 215 of the Patriot Act:

The ACLU would never have learned about the section 215 order authorizing collec-
tion of telephony metadata related to its telephone numbers but for the unauthorized 
disclosures by Edward Snowden. Congress did not intend that targets of section 215 
orders would ever learn of them. And the statutory scheme also makes it clear that 
Congress intended to preclude suits by targets even if they discovered section 215 or-
ders implicating them.

In other words, you can’t challenge the government collecting your personal data because you 
aren’t supposed to know about it.

Judge Pauley stated that the 9/11 attacks could have been stopped if the universal monitoring 
of phone calls had told the NSA that hijacker Khalid al-Mihdhar was no longer living in Yemen at 
the time of the attacks. This conclusion has been widely disputed. Both the CIA and the FBI knew 
that Mihdhar was flying to the United States, but both groups were too disorganized to do any-
thing about it. No matter. With 9/11 as his justification, Judge Pauley praised the fact that every-
one was being watched because “the blunt tool only works because it collects everything.”
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While it’s clear that electronic surveillance can gain information about a specific target, there 
has never been proof that the massive and continuous electronic monitoring of an entire popula-
tion is an effective way to defeat terrorism. Obviously, those in charge of the surveillance system 
must justify their jobs and their budgets, but even they find it difficult to show that the “blunt 
tool” really works.

On June 27, 2013, General Keith Alexander, the director of the NSA, gave a speech to the 
International Cyber Symposium in Baltimore in which he said that the U.S. government has dis-
rupted fifty-four terrorist “events” using the collection of mass data allowed by the Patriot Act and 
Foreign Intelligence Surveillance Act. Of those fifty-four events, forty-two “involved disrupted 
plots.”

Disrupting fifty-four terrorist events is an impressive- sounding fact. Unfortunately for the 
NSA, it wasn’t true. On October 2, 2013, when General Alexander testified to the Senate Judicia-
ry Committee, the NSA director admitted that he had lied when he gave his June speech. Only 
thirteen of the fifty-four cases were connected to the United States, and only one or two suspected 
plots were identified as a result of bulk phone and email collection.

Senator Patrick Leahy, the chairman of the committee, was furious about the deception. 
“We’ve heard over and over again the assertion that 54 terrorist plots have been thwarted by the 
use of (the NSA mass surveillance program),” Leahy said. “That’s plainly wrong. . . . These weren’t 
all plots and they weren’t all thwarted.” Clearly annoyed by fraudulent statistics, Leahy glared at 
the unrepentant General Alexander. “We’re told we have to [conduct mass phone surveillance] 
to protect us, and the statistics are rolled out that they’re not accurate,” Leahy said. “It doesn’t 
have the credibility here in the Congress, it doesn’t have the credibility with this chairman and it 
doesn’t have the credibility with the country.”

At the beginning of 2014, the nonprofit New America Foundation released a report that 
examined the 225 terrorism cases in the United States since the 9/11 attacks. (Note: most of these 
cases were just people talking about doing something—often to an FBI informant who brought 
up the subject.) The foundation’s report stated that the NSA’s bulk surveillance of phone calls and 
emails “has had no discernible impact on preventing acts of terrorism.” The report went on to 
make a careful distinction about what does and does not help defend America.

However, our review of the government’s claims about the role that NSA “bulk” sur-
veillance of phone and email communications records has had in keeping the United 
States safe from terrorism shows that these claims are overblown and even misleading. 
An in-depth analysis of 225 individuals recruited by al-Qaeda or a like-minded group 
or inspired by al-Qaeda’s ideology, and charged in the United States with an act of 
terrorism since 9/11, demonstrates that traditional investigative methods, such as the 
use of informants, tips from local communities, and targeted intelligence operations, 
provided the initial impetus for investigations in the majority of cases, while the con-
tribution of NSA’s bulk surveillance programs to these cases was minimal.
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Anyone still believing that the “blunt tool” of mass surveillance is protecting us from terrorists 
should read the Washington Post’s two-year investigation of “Top Secret America.” The detailed 
series of articles suggested that the United States’ massive surveillance system could possibly 
make us more vulnerable to terrorism:

Some 1,271 government organizations and 1,931 private companies work on programs 
related to counterterrorism, homeland security and intelligence in about 10,000 loca-
tions across the United States.

Analysts who make sense of documents and conversations obtained by foreign and 
domestic spying share their judgment by publishing 50,000 intelligence reports each 
year—a volume so large that many are routinely ignored.

In the Department of Defense, where more than two-thirds of the intelligence pro-
grams reside, only a handful of senior officials—called Super Users—have the ability 
to even know about all the department’s activities.

“I’m not going to live long enough to be briefed on everything” was how one Super 
User put it. The other (Super User) recounted that for his initial briefing, he was es-
corted into a tiny, dark room, seated at a small table and told he couldn’t take notes. 
Program after program began flashing on a screen, he said, until he yelled “Stop!” in 
frustration. “I wasn’t remembering any of it,” he said.

Billions of personal details about the general population, collected by computers, can overwhelm 
those officials looking for a particular suspect. As the New America Foundation report indicated, 
most terrorists are caught using “traditional investigative methods, such as the use of informants, 
tips from local communities, and targeted intelligence operations . . .”
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EL AL VERSUS SPOT

Mass surveillance programs are run by machines or persons trained to act like machines. Targeted 
intelligence operations are run by experienced security agents who are allowed to use the knowl-
edge gained through years of training. I could see the difference in these two approaches when I 
passed through a Transportation Security Administration (TSA) airport checkpoint in New York 
and then—a few weeks later—took an El Al Israel Airlines flight from London to Tel Aviv. 

El Al is obviously a prime target for Middle Eastern terrorists, but Global Traveler magazine 
picked it as the world’s most secure airline. Passengers on El Al flights out of Israel aren’t body-
scanned or asked to remove their shoes, but airport security is personal, direct, and specific. All 
passengers are interviewed prior to boarding and asked where they are coming from and whether 
they packed their bags themselves.

When you fly on El Al, a security officer stares into your eyes and asks questions, using in-
stinct and knowledge to evaluate passengers who need more detailed examination. 

But in the United States, the TSA uses a mass surveillance strategy. 
Since 2007, the TSA has spent a billion dollars on its Screening of Passengers by Observa-

tion Technique, aka the “SPOT” program. The program was based on the assumption that “facial 
expressions and other nonverbal clues would identify terrorists.” 

There are a variety of science-fiction novels that describe the destruction of civilization by 
extraterrestrial creatures or deranged scientists. My own theory is that civilization will be de-
stroyed by a mob of minor functionaries who have all taken a one-week training course. Accord-
ing to a U.S. Government Accountability Office (GAO) report, SPOT agents received four days of 
classroom courses followed by three days of on-the-job training. The three thousand “behavior 
detection officers” (BDOs) had to memorize a behavior checklist as well as the point value as-
signed to each behavior sign. 

Anyone passing quickly through an airport might conclude that the El Al security agents and 
the TSA’s behavior detection officers were doing the same thing, but the BDOs were told to ignore 
their instincts and act like mass surveillance machines. Working in teams, two officers would walk 
up and down security lines in the airport, mentally adding up “indicators” for each passenger (for 
example, someone who seemed to lower their eyes when the officers appeared). If any passenger’s 
total point count exceeded the numerical threshold, they were pulled out of the line for question-
ing by a law enforcement officer. 

SPOT wasn’t just a conventional “Sorry, folks, but we might have wasted your money” gov-
ernment program. According to the GAO report, it was a spectacular failure. Of the 8,700 passen-
gers in 2011–12 referred by BDOs to law enforcement officers, only 365 were arrested— usually 
for immigration issues, outstanding warrants, and drugs in their carry-on bags. According to the 
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GAO, not a single potential terrorist was ever stopped by a behavior detection officer from board-
ing a plane.

And the TSA’s other mass surveillance strategies also weren’t very effective. As former TSA 
agent Jason Edward Harrington revealed in a Politico magazine article, the Rapiscan Systems full-
body scanners used at airports don’t really work (they can’t detect metal objects hidden on the 
side of the body). But the machines do provide TSA employees with a constant source of snarky 
jokes as they sit in the “Image Operator” room, laughing and pointing at our naked bodies on 
their computer screens. (Note: “Code Red” is TSA slang for a cute female passenger wearing red, 
and “Yellow Alert” is whispered if the woman is wearing yellow clothing.) The high point of each 
day’s TSA shift is raffling off those bottles of alcohol you surrender at the checkpoint.

The low morale of TSA agents reflects the fact that the agency pays only minimum wage. 
According to Harrington, there is a small group of TSA agents (nicknamed “White Shirts”) who 
actually believe that their job is a matter of national security, but a large majority of the agents just 
want to get through their shift. The need to screen large numbers of people in American check-
points has created a mass surveillance system that rewards mindless obedience and machinelike 
behavior. Most TSA agents are waiting for a computer to alert them to a threat. The El Al security 
officers are actively searching for hijackers.

So how did the average American citizen react to all this searching and surveillance? A 2013 
Washington Post–Pew Research Center poll showed that a large majority of Americans support 
the tracking of telephone records in an effort to uncover terrorist activity. In addition, 45 percent 
of the people polled believe that computers should monitor everyone’s email and online activity if 
the government promised this would prevent terrorist attacks. 

Most Americans aren’t aware—or don’t care—that a variety of appointed and elected gov-
ernment officials have continually lied about the effectiveness and purpose of these mass surveil-
lance programs. For anyone still convinced that the U.S. government is watching people solely 
to combat terrorism, I’ll offer one more example of NSA activity that was exposed by Snowden’s 
revelations. Got your sunscreen? Let’s take a quick trip to the Bahamas. 
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BECAUSE THEY CAN

I once spent a relaxing week on the island of Rum Cay in the Bahamas, walking on its beautiful 
beaches and drinking beer at Kay’s bar on the Port Nelson wharf. The Bahamas is a small country 
(400,000 residents) where you might have to worry about sunburn or a hangover, but not about 
terrorism. According to the 2013 Crime and Safety Report posted on the U.S. State Department’s 
Overseas Security Advisory Council website:

The Bahamas is a stable democracy that shares democratic principles, personal free-
doms, and rule of law with the United States. There is little to no threat facing Ameri-
cans from domestic (Bahamian) terrorism, war, or civil unrest.

For this reason, I was surprised when Snowden’s disclosures revealed that the NSA is secretly 
recording and storing the audio of virtually every cell phone conversation in the Bahamas. And 
this wasn’t just the phone calls made by local citizens. Approximately five million Americans visit 
the country every year—which means the NSA is storing an audio copy of my phone call ordering 
a baked crab and some conch burgers from the Two Sisters Take Away.

According to the documents, someone in the Bahamian government gave access to the 
country’s cell phone network to the U.S. Drug Enforcement Administration, and this allowed the 
NSA to enter the system and capture “full-take audio” of all mobile calls. The NSA’s SOMALGET 
system collected metadata about the time and location of the calls along with an actual recording 
of each phone conversation.

The NSA disclosures about the Bahamas are remarkable in that its surveillance activities on 
the islands had nothing to do with terrorism. The real crimes being committed on the islands 
involve money laundering by drug dealers and tax avoidance by wealthy Americans. But a slide 
from an NSA Special Source Operations presentation made no mention of those issues. Instead 
the NSA described how the DEA agents had used SOMALGET to arrest someone who was mail-
ing small shipments of marijuana from Mexico via the U.S. Postal Service.

So why are they doing this? Maybe the creators of SOMALGET were motivated by the same 
logic that encouraged Britain’s GCHQ to capture images of our late-night webcam sessions. 
Institutional power increases until it encounters resistance. Forget terrorism. The NSA could be 
recording my phone call to a fish shack on Judge Street because they can.

But the leaked documents suggest a more disturbing explanation. One NSA memo states 
that the Bahamas operation is a “test bed for system deployments, capabilities, and improve-
ments” to SOMALGET. Test your system in a small island democracy, get rid of all the technical 
bugs—then let your computers monitor the world.
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“TRICKLE-DOWN” SURVEILLANCE

So far we’ve been focusing on the mass surveillance programs conducted by the NSA and Great 
Britain’s GCHQ. But one of the key aspects of this new system of monitoring is that the tech-
nology has “trickled down” to the surveillance tools used by local law enforcement agencies and 
corporations that collect personal data.

Vigilant Solutions is a privately held company that owns and controls a massive database of 
license plate scans called the National Vehicle Location Service (NVLS). The scans are supplied to 
the company by law enforcement organizations as well as Vigilant’s subsidiary, the Digital Rec-
ognition Network (DRN). The data supplied by law enforcement can be accessed for free by law 
enforcement officers who have something called a LEARN account (the cops have to pay for plate 
images obtained from private sources).

In 2014, the Electronic Frontier Foundation obtained Vigilant’s user agreement for the 
LEARN database. In the “Prohibitions of Disclosure by User” sections, there is a stern boilerplate 
announcement (italics added):

You shall not create, publish, distribute, or permit any written, electronically transmit-
ted or other form of publicity material that makes reference to LEARN or this Agree-
ment without first submitting the material to LEARN-NVLS and receiving written 
consent from LEARN-NVLS. This prohibition is specifically intended to prohibit us-
ers from cooperating with any media outlet to bring attention to LEARN or LEARN-
NVLS.

A friend of mine once worked for the business section of a major newspaper and said that a 
significant part of her job was fending off companies desperate for any kind of publicity. So why 
was Vigilant Solutions trying to keep a low profile? An answer can be found in You Are Being 
Tracked, a July 2013 report about license plate readers published by the ACLU.

Vigilant has a database of more than 1.8 billion license plate recognitions (LPRs), and they 
are acquiring almost 70 million new LPRs each month. These images are picked up by automatic 
license plate readers that are basically high-speed cameras with software that identifies license 
plate numbers. The readers can be mounted on an overpass, a light post, or the bumper of a car. 
They capture not only a photograph of the license plate but also the date, time, and location where 
the automobile was seen.

People can legally take photographs in a public location, which means that Vigilant, and 
the other LPR companies, are not breaking the law. When Utah tried to put some restrictions 
on plate-scanning activities, Vigilant sued the state. The company’s attorney, Michael Carvin, 
summed up the company’s principal defense: “We don’t track people.”
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Although it’s true that some stranger might be driving your car, the probability is very high 
that you or a member of your family is behind the wheel. This means that, in reality, a license 
plate reader is determining your location at a particular place and time. The U.S. Court of Appeals 
for the D.C. Circuit explained what this means in United States v. Maynard, a 2010 legal decision 
that involved GPS tracking:

A person that knows all of another’s travels can deduce whether he is a weekly church 
goer, a heavy drinker, a regular at the gym, an unfaithful husband, an outpatient re-
ceiving medical treatment, an associate of particular individuals or political groups—
and not just one such fact about a person, but all such facts.

License plate readers are designed to be mass surveillance devices. But the special cameras can 
also be used to focus on a particular religious or ethnic group. In 2010, an investigation by the 
Guardian discovered that the CCTV police cameras that appeared on rooftops in Birmingham 
were actually license-plate-reading devices. In the beginning, the city councilors were told that 
the devices were going to combat “drug-dealing, antisocial behavior and crime.” But gradually 
people realized that most of the license plate readers were placed in Sparkbrook and Washwood 
Heath—two of the city’s predominantly Muslim areas. (In response to a public outcry, the more 
than two hundred cameras in suburban areas are going to be dismantled.)

In the United States, Vigilant Solutions has refused to give any information on how many 
“hits” (stolen cars or wanted criminals) that law enforcement has obtained from the billions of 
scans that are being saved in different LPR databases. There was virtually no public information 
about this crucial question until the ACLU obtained records from Maryland—a state that collect-
ed more than 85 million license plate scans in 2012. The report You Are Being Tracked shows that 
in the first five months of that year,

Maryland’s system of license plate readers had over 29 million reads. Only 0.2 percent 
of those license plates, or about 1 in 500, were hits. That is, only 0.2 percent of reads 
were associated with any crime, wrongdoing, minor registration problem or even sus-
picion of a problem.

Of the 0.2 percent that were hits, 97 percent were for a suspended or revoked registra-
tion or a violation of Maryland’s Vehicle Emissions Inspection Program. While these 
vehicles perhaps should not be on the road, they are not the dangers to society that 
law enforcement agencies routinely describe when justifying their use of license plate 
readers.

And this pattern of massive amounts of data resulting in only a small amount of hits is not unique 
to Maryland. The ACLU examined the public records of a variety of police departments across the 
nation. In High Point, North Carolina, the police have approximately 70,000 reads stored with a 
hit rate of 0.08 percent. In Rhinebeck, New York, the department has 100,000 scans in its comput-
er with a hit rate of 0.01 percent.
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A LOW-TECH COP . . . WITH A HIGH-TECH TOOL

Wait. Hold it. Rhinebeck? I’ve been to Rhinebeck. It’s a tidy little town in New York State’s Hudson 
Valley where everyone seems to have money and there’s virtually no crime. It’s the sort of place 
where wealthy young people go to have their weddings (Bill Clinton’s daughter was married 
there).

The Rhinebeck Police Department employs only part-time officers, and the local mayor is 
also the chief of police. The big issue in town is public drunkenness (perhaps this is connected to 
all those weddings). 

So how is a small town able to purchase a high-tech license plate reader? One of the conse-
quences of 9/11 is that the U.S. federal government set up a massive grant program to local police 
and fire departments. The Hearst Connecticut Newspapers reporters did a 2010 investigative 
series on these grants that showed that

. . . state and local officials across Connecticut have parlayed an unending stream of 
federal Homeland Security money into a bonanza of “free” items. They include meals 
by the hundreds, dozens of SUVs, logo-embossed coffee cups, flat-screen televisions, 
camcorders, bullhorns, business cards, pricey power boats and a “deluxe” portable re-
stroom.

I haven’t been able to discover whether Homeland Security paid for Rhinebeck’s license plate 
scanner, but the town received several fire department grants that were spent in a dubious 
manner. Using Homeland Security money, Rhinebeck bought a gas station for $33,968 and spent 
$11,869 on a high-tech-imaging camera that has the ability to look through walls (there was no 
competitive bidding). 

Fear of terrorism creates business opportunities. Since the 9/11 attacks, the Harris Corpo-
ration has made millions selling a high-tech device called a StingRay, which gives a small-town 
police officer the ability to pinpoint your location and access a list of your phone calls. StingRay is 
an International Mobile Subscriber Identity (IMSI) “catcher”—a suitcase-size piece of equipment 
that is usually carried in an unmarked vehicle. The StingRay pretends to be a cell phone tower so 
that it can trick nearby phones into connecting with it and feed data to the police. According to a 
2014 USA Today article, at least twenty-five police departments own one of these devices:

Organizations such as the American Civil Liberties Union and Electronic Privacy In-
formation Center (EPIC) say the swelling ability by even small-town police depart-
ments to easily and quickly obtain large amounts of cellphone data raises questions 
about the erosion of people’s privacy as well as their Fourth Amendment protections 
against unreasonable search and seizure.
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So how much does it cost to buy a high-tech StingRay? After some searching, I was able to 
find a Harris Corporation product price list accidentally published on the City of Miami web-
site. Harris has a spectrum of products with most of the names having a “fish” theme (StingRay, 
KingFish, and AmberJack). A basic StingRay is $75,000, plus a software package for an additional 
$22,000. Then there’s an antenna ($100), a field power source ($900), and a carrying case for the 
equipment ($925). Throw in a one-week training course and the whole package would cost a little 
over $100,000. But for most police departments the price isn’t an issue. According to the USA 
Today article, “Local and state police, from Florida to Alaska, are buying Stingrays with federal 
grants aimed at protecting cities from terror attacks, but using them for far broader police work.” 
Carrying a StingRay, a police officer in Tallahassee, Florida, drove over to an apartment complex 
on Continental Avenue and tracked a suspect’s phone without getting a warrant. In a subsequent 
court transcript, he described what he could do with his equipment.

Q: Okay. How does that work? 

A: In essence, we emulate a cell phone tower. So just as the phone was registered with 
the real Verizon tower, we emulate a tower; we force that handset to register with us. 
We identify that we have the correct handset and then we’re able to, by just merely 
direction finding on the signal emanating from that handset—we’re able to determine 
a location.

The officer then explained that StingRay didn’t just indicate that the targeted cell phone was in a 
certain building—the equipment is much more precise than that.

A: Using portable equipment we were able to actually basically stand at every door and 
every window in that complex and determine, with relative certainty you know, the 
particular area of the apartment that the handset was emanating from.

Police departments in one-stop-light towns are now able to buy equipment that can look through 
walls or instantly provide a list of all your phone calls. And you don’t have to be a computer 
genius to operate these devices (the policeman testifying in the Florida case took a six-day train-
ing class).
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LAWFUL INTERCEPTION

As spy equipment has become inexpensive and easy to obtain in the Western democracies, the 
same kind of “trickle-down surveillance” is occurring throughout the world. One of the unique 
aspects of the Digital Era is that citizens of both industrial countries and developing countries 
use cell phones and computers. Dictators have quickly realized that surveillance technology is an 
efficient means to crush dissent and defend their power.

The principal suppliers of this new technology are companies that are based in Western de-
mocracies. Salesmen who live in societies that value human rights sell the means to monitor and 
track people living in other countries. Before I can describe how these companies market these 
products, I need to quickly explain “lawful interception”—the legal justification for the interna-
tional sale of surveillance technology.

In “Politics and the English Language,” George Orwell wrote about the way that meaningless 
words and jargon allow the defense of the indefensible:

But if thought corrupts language, language can also corrupt thought. A bad usage can 
spread by tradition and imitation even among people who should and do know better. 
The debased language that I have been discussing is in some ways very convenient.

So instead of saying, “We’re helping oppressive regimes arrest and torture people who want to be 
free,” the international surveillance corporations use the term “lawful interception.”

MarketsandMarkets, a research company for international businesses, gives a succinct sum-
mary of this term: “Lawful interception is the process of performing electronic surveillance of 
packet and circuit mode of communication, with the approval of legal authority.”

But the executives who run international companies like Verint Systems or Utimaco follow 
an Orwellian definition of the words legal and lawful. It doesn’t mean that the government has 
valid elections or refuses to use torture. It doesn’t mean that the secret police won’t arrest and 
execute anyone seen as being a dissident. It doesn’t mean that a “lawful” government actually 
obeys international law. “Lawful interception” means that the country hiring the contractor has 
signed the Convention on Cybercrime established by the Council of Europe in 2001 or it follows 
the global requirements developed by the European Telecommunications Standards Institute. 
There’s no real enforcement system for these standards; if necessary, the signatory governments 
just ignore them.

The profits gained from intercepting telecommunications systems increase every year. Ac-
cording to MarketsandMarkets, the global revenue for “lawful intercept services” will approach 
$970 million by 2017.
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So how does a dictator in a third-world country set up his very own surveillance state? In the 
new global economy, purchasing the newest spy technology is just like purchasing military weap-
ons—you go to a trade show.
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EXPORTING OPPRESSION

Police and military intelligence officers who need to monitor dissident groups attend the ISS 
World trade shows organized by an American company called TeleStrategies. “ISS” stands for a 
much longer name: Intelligence Support Systems for Lawful Interception, Criminal Investigations 
and Intelligence Gathering. The term lawful gives both TeleStrategies and the firms displaying 
their products at the shows a way to disconnect their products from the way these products are 
used. As Jerry Lucas, the president of TeleStrategies, told a Guardian reporter:

“The surveillance that we display in our conferences, and discuss how to use, is avail-
able to any country in the world. Do some countries use this technology to suppress 
political statements? Yes, I would say that’s probably fair to say. But who are the ven-
dors to say that the technology is not being used for good as well as for what you would 
consider not so good?”

TeleStrategies organizes five annual trade events in cities around the world, and Jerry Lucas 
estimates that the shows sell $5 billion worth of surveillance technology every year. According to 
the Washington Post, the nickname for a TeleStrategies event is “The Wiretapper’s Ball.” But this 
doesn’t seem to bother the participants. Here is Mr. Lucas to the same Guardian reporter:

“I mean, you can sell cars to Libyan rebels, and those cars and trucks are used as weap-
ons. So should General Motors and Nissan wonder, ‘how is this truck going to be 
used?’ Why don’t you go after the automakers? It’s an open market. You cannot stop 
the flow of surveillance equipment.”

One might argue that cars and trucks are not deliberately designed to destroy personal privacy 
and track down young people who dream of freedom. Thinking of surveillance equipment as just 
another “product” in the global economy allows its marketers to avoid the reality of what govern-
ments in authoritarian countries do with their purchases.

In an article published by Bloomberg News in 2011, a reporter wandered around the ISS 
show being held at the Hilton Hotel convention center in Kuala Lumpur. People who specialize in 
destroying the privacy of others are always protective of their own secrets.

For three days, attendees digging into dim sum fret about losing trade secrets to hack-
ers, or falling prey to phone interception by rival spies. They also get a tiny taste of 
what they’ve unleashed on the outside world, where their products have become weap-
ons in the hands of regimes that use the gear to track and torture dissidents.

“I’m concerned about my calls or Internet being monitored, because that’s what they 
sell,” says Meling Mudin, 35, a Kuala Lumpur-based information-technology securi-

http://johntwelvehawks.com


Against Authority      - 45 - JohnTwelveHawks.com

ty consultant who takes defensive measures as he roams the exhibits. “When I make 
phone calls, I step out of the hotel, I don’t use my computer and I also don’t use the 
wireless services provided.”

Yes, orders are being written and contracts are being signed, but it’s not exactly a fun crowd.

Unlike typical trade shows, this one has no social events. No corporate-sponsored 
cocktail parties. No hospitality suites. Clients and suppliers don’t want to be seen with 
each other in public, and some countries bar their agents from mingling at the event 
because it’s a recruiting ground for spies seeking sources. . . .

In 2011, in a major investigative article, the Wall Street Journal put online a collection of more 
than two hundred marketing documents offered by thirty-six different companies to the police-
men and army officers attending an ISS World trade show. These marketing brochures allow us to 
connect the companies selling surveillance products to the use of those products in authoritarian 
countries.

For example, FinFisher is a subsidiary of Gamma International, a UK-based company that 
has been an exhibitor at the ISS shows for several years. FinFisher markets a product called 
“FinSpy”—a program that infects computers with a spyware virus and hacks into communica-
tions tools such as Skype phone calls and instant messages. After the fall of the Mubarak regime 
in Egypt, two human rights activists broke into an abandoned state security building. They found 
hundreds of batons, torture equipment, and documents from FinFisher that showed that it had 
provided the secret police with a five-month trial of FinSpy. A marketing brochure for FinSpy 
describes what the system can do for its owner:

When FinSpy is installed on a computer system it can be remotely controlled and ac-
cessed as soon as it is connected to the internet/network, no matter where in the world 
the Target System is based.

At surveillance trade shows, army and government officials wear yellow name tags and vendors 
wear red tags. Wearing their red tags, the marketing team for a French company called Amesys—
at that time, a division of the Bull Group—made a presentation at the ISS World Europe show 
held in Prague in 2008. The marketing team touted their ability to “integrate the latest technolog-
ical modules into the most efficient human flowchart” (translation = “our software program uses 
personal information to figure out people’s friendship networks”). Although the head of Libyan 
intelligence, Abdullah Senussi, was convicted in absentia of the Lockerbie terrorist bombing in 
1989, an article in the Wall Street Journal stated that in 2007 the former head of Amesys and 
current CEO of the Bull Group, Philippe Vannier, met Senussi in Tripoli.

With this sort of personal contact, it wasn’t surprising to discover Amesys had extensive 
involvement with the surveillance system that defended Muammar Qaddafi’s dictatorship. When 
the regime collapsed in August 2011, Wall Street Journal reporters were allowed to tour the 
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six-story building in Tripoli that had been the Internet-monitoring center for the secret police. 
They found

. . . a wall of black refrigerator-size devices inspected the Internet traffic, opening 
emails, divining passwords, snooping on online chats and mapping connections 
among various suspects. A sign on the wall in the main room gave the name, French 
phone number and Amesys corporate email of an Amesys employee, Renaud Roques, 
to call for technical help.

In adjoining rooms, the reporters inspected folders showing that Libyan dissidents and human 
rights advocates had been tracked for over a year by the Amesys EAGLE spyware. None of the 
human rights advocates called for violence—their only crime was to oppose the dictatorship.
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HANDPRINTS ON THE WALL

Around the time that the two Wall Street Journal reporters were looking at the police files, a Daily 
Mirror reporter was on the other side of Tripoli being given a tour of an abandoned secret prison 
(it was hidden in the basement of the historic buildings society). Several of the rooms had been 
clearly used for torture, and the reporter took a photograph of two bloody handprints smeared on 
a white wall.

I printed off that photograph and taped it to the wall of my office as I was working on this 
section of the essay. While writing about trade shows and software I wanted to stay focused on 
the reality of state surveillance. In an authoritarian country using the Amesys EAGLE system, you 
can be tortured because you made a joke about the government during a Skype chat with a friend.

Back at the ISS conference at the Hilton Hotel in Kuala Lumpur, employees of a German 
company called Trovicor are dressed identically in black suits, white shirts, and red neckties (the 
company colors). “We’re in a business,” the salesmen murmur. “It’s just business.” But in order 
to accept this view you need to forget that Trovicor (a former branch of Siemens AG and Nokia 
Siemens Networks) supplied and maintained surveillance systems for Syria, Bahrain, Tunisia, and 
several other Middle Eastern countries that killed protesters during the Arab Spring.

The glossy brochures and PowerPoint summaries of surveillance technology companies 
will continue to appear at trade shows (Trovicor was a lead sponsor of 2013 ISS World). But the 
bloody handprints won’t go away.
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THE SAME OLD SONG

Siemans sold Trovicor to an asset management company around the time its executives testified at 
a hearing organized by the European Parliament Subcommittee on Human Rights.

When news articles about Amesys’s relationship with the Qaddafi regime were published 
in France, its parent company, the Bull Group, sold this public relations disaster. Amesys is now 
a corporation based in the United Arab Emirates and has been renamed Advanced Middle East 
Systems (Ames). Something similar happened to a surveillance technology company called 
Utimaco when the press reported that its products were used to monitor the protest movement 
in Syria. Instead of dealing with these human rights concerns, Utimaco was quickly sold by the 
software giant Sophos to private equity firms in Germany and Luxembourg. Surveillance compa-
nies may change their names—and owners—but the product stays the same.

So what’s the long-term goal of governments using this new technology? A possible vision 
of the future can be found in the most populous country in the world—China. It’s a nation whose 
leadership has systemically created the foundation of a true surveillance state.
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THE GREAT FIREWALL OF CHINA

As China made the transition to a market economy, the Communist Party leadership realized 
that the introduction of new foreign-made technology could challenge the authority of the ruling 
autocracy. China was linked to the global Internet in 1994. In 1998, the opposition Democracy 
Party of China was registered during President Bill Clinton’s visit to Beijing. After Clinton left, 
the DPC was declared an illegal organization and its leadership was arrested. A few months later, 
the Ministry of Public Security established the Golden Shield Project, which was given two main 
objectives—the surveillance and censorship of the Chinese people.

It was clear that China didn’t have the technology to monitor more than a billion citizens, so 
it turned to the West. In 2000, it organized a massive trade show called Security China 2000, and 
then invited companies like Cisco Systems, Nokia, and Canada’s Nortel Networks to show up in 
Beijing and pitch their products. Two years later, the Golden Shield Project had a four-day exhi-
bition for regional security personnel in which Western surveillance products were displayed and 
demonstrated.

Terrorism was never used as the justification for Golden Shield. It was clear from the start 
that the primary goal was controlling dissent. In 2001, the International Centre of Human Rights 
and Democratic Development published a paper written by Greg Walton that described the new 
system:

Old style censorship is being replaced with a massive, ubiquitous architecture of sur-
veillance: the Golden Shield. Ultimately, the aim is to integrate a gigantic online data-
base with an all-encompassing surveillance network—incorporating speech and face 
recognition, closed-circuit television, smart cards, credit records, and Internet surveil-
lance technologies.

Western technology companies had a major role in creating this vast system of oppression. And 
most of these companies were fully aware of how their products were going to be used. For 
example, a slide prepared for a Cisco Systems internal briefing stated that China’s new system 
would “combat “Falun Gong’ evil religion and other hostiles” (a statement attributed to the 
Chinese government’s information technology chief in charge of developing the project).

Cisco Systems supplied the Ministry of Public Security with its “Policenet” software, which 
gave the authorities the ability to access a growing database of personal information. Testifying 
before the U.S. Congressional Committee for International Relations, business consultant Ethan 
Gutmann explained that:

“. . . a policeman or PSB agent using Cisco equipment could now stop any citizen on 
the street and, simply by scanning an ID card, remotely access his work unit files, 
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political behavior, family history, fingerprints, and other images. The agent could also 
access his surfing history for the last 60 days, and read his email. All in real-time.”

Cisco and other Western companies also supplied the equipment for the “Peaceful Chongqing” 
system—a network of a half-million cameras that will blanket one of China’s largest cities. Using 
face-recognition software, the system will watch and record virtually all public activity.

But Golden Shield was also about censorship—the main target being the global connection 
allowed by the Internet. The Ministry of Public Security created a network firewall that Wired 
magazine nicknamed the “Great Firewall of China.” This Internet control system blocks access 
to at least eighteen thousand websites. When Yahoo and Google set up equipment in China, the 
government demanded that they modify their China-based search engines so that looking for 
censored keywords like democracy or human rights would yield few or no results. In addition, 
the Chinese purchased from an Israeli firm a software program called Radware that gave them the 
ability to continually scan and track “server and client traffic patterns.”

The establishment of China’s Golden Shield system shows that government surveillance 
without citizen permission is a global issue. Asia is a mix of democracies and authoritarian re-
gimes that have different versions of a free-market economy. But the new surveillance technology 
is irresistible to authority. It gives both dictators and elected officials the power to see and know 
what their citizens are doing.

Orwell never explains who manufactures the bidirectional telescreens used to watch the citi-
zens of Oceania. But in our present world it’s clear that much of the surveillance technology used 
by authoritarian governments in the developing world is designed and marketed by companies 
that operate freely in Western democracies.

Surveillance has become a multibillion-dollar industry. And these international corporations 
aren’t just supplying the equipment used to watch people. The real growth sector is in the collec-
tion and analysis of personal information—the data about you.
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SELLING YOU

Up until this point I’ve focused on the activities of governments in the new surveillance states. 
But the activities of the NSA or China’s Ministry of Public Security are only one part of the story. 
A wide variety of personal data corporations have appeared throughout the world. They collect 
information about you that is then sold to government agencies or to companies that want to sell 
their products. This customer profile system is far more sophisticated than the polls and surveys 
used by twentieth-century advertising. These personal data companies know what you’ve pur-
chased and can predict what you’re going to buy in the future.      

When I described the early days of surveillance technology, I mentioned that a former 
general named Wesley Clark met with John Poindexter in 2002 when Poindexter was just begin-
ning to organize the Total Information system. Clark was a lobbyist for Acxiom, America’s largest 
commercial data warehouse company. The general introduced Acxiom’s CEO, Charles Morgan, to 
his friends at the Pentagon and Vice President Dick Cheney. But this degree of access came with 
a price (General Clark joined the Acxiom board in December 2001 and was paid $460,000 in fees 
by the company).

Lieutenant Colonel Doug Dyer, a staff member for the Total Information Awareness team, 
summed up the importance of Acxiom in a 2002 letter sent to Poindexter (this was obtained by 
the Electronic Privacy Information Center using the Freedom of Information Act):

Acxiom is the nation’s largest commercial data warehouse ($1B/year) with customers 
like Citibank, Walmart and other companies whose names you know. They have a 
history of treating privacy issues fairly and they don’t advertise at all. As a result they 
haven’t been hurt as much as ChoicePoint, Seisint, etc by privacy concerns and press 
inquiries. Essentially, Acxiom buys or acquires transaction information, uses a key, 
proprietary technology they call Abilitec that links these transactions uniquely with a 
person/address pair (UUIDs for both), and then projects from this database to provide 
datasets to their customers.

As Colonel Dyer realized, Acxiom knew more about most individual Americans than the IRS, 
FBI, and NSA combined. Would you like to market a Las Vegas vacation to a middle-aged Latino 
who is an overweight smoker with a gambling habit? Acxiom will sell you information about 
a person’s race, age, and ethnicity. It can also give you a list of customers in the categories of 
“Weight Loss,” “Smoking,” and “Gambling Casino” as well as Americans who are interested in the 
“Strange and Unusual.” According to Fortune magazine, Acxiom “manages 20 billion custom-
er records, has enough storage space to house all the information in the Library of Congress 50 
times over, and maintains a database on 96% of U.S. households.”
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Acxiom has a thirteen-digit code for almost every American citizen, and it sells information 
about you as an individual or you in a marketing group. It currently divides the American popula-
tion into one of seventy “household clusters” with twenty-one “life stage” groups.

Reading about the various clusters on the company’s website showed me that the twenty-
something protesters I met during Occupy Wall Street demonstrations were in Acxiom’s “Rolling 
Stones” cluster—which has nothing to do with the geriatric rock band. Members of the Rolling 
Stones have low incomes and high levels of student loans. They rent rooms, work in entry-level 
jobs, and spend their discretionary income on “home entertaining” (perhaps I should tell Acxiom 
that this means hanging out at someone’s apartment in Brooklyn, drinking cheap beer).

I’m not young enough to be a Rolling Stone, but several years ago my Buddhist inclination 
to detach from material possessions meant that I owned only one bed, one table, and one chair. 
This placed me in Acxiom’s “Resolute Renter” cluster. According to Acxiom, nearly a third of 
Americans change their cluster every year as a result of a “lifestyle trigger event.” I’m sure that the 
company’s computers realized when I bought a second chair, and perhaps this crucial purchase 
pushed me upward in Acxiom’s economic database.

According to the New York Times, Acxiom responded to the 9/11 attacks by sending the 
government the company files on eleven of the nineteen hijackers. I haven’t been able to learn the 
terrorists’ marketing cluster group, but one American Airlines Flight 11 hijacker, Waleed al-Sheh-
ri, had Acxiom customer number 254-04907-10006.

And Acxiom isn’t the only data company that tracks us and tries to predict our future be-
havior. In his book The Power of Habit, Charles Duhigg describes how a Target Corporation 
statistician created a data-mining program that figured out which of its customers were pregnant 
(apparently pregnant women buy bottles of unscented skin lotion and large bags of cotton balls).

As far as we know, neither Acxiom nor Target is breaking the law. But their data collection 
and analysis mirror what I stated earlier about government surveillance: they see us, but we can’t 
see them. As each year passes, this sort of “retail surveillance” is becoming increasingly more so-
phisticated. In 2013, Facebook analytics chief Ken Rudin announced that the company is testing 
a system that collects data from how long a user’s cursor lingers over a certain part of its website 
(Amazon already does this). And Mondelēz International, the company that owns the Chips 
Ahoy and Ritz Cracker food brands, has developed high-tech shelves with built-in cameras that 
will gather intelligence about you while you shop.

Understanding the power of data “warehousing” made me realize that Google, Facebook, 
and—above all—Amazon are not valuable companies because of their announced business mod-
els. All of them are essentially in the personal data collection business; their computers are con-
stantly assembling files on your preferences and spending habits.

Google has an amazing search engine, but most of its profits are derived from AdWords, the 
online advertising service that attaches ads to your information queries. Facebook is not really a 
social networking service; it’s a system that uses a social networking platform to gain personal in-
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formation. Although Amazon sells and ships physical articles, CEO Jeff Bezos has always known 
that selling a product for a loss can be worthwhile if it tells you more about your customers.

Private data companies and government security agencies have one important similarity: 
everything they do involves the collection and storage of enormous amounts of data. The new 
surveillance states are created and sustained by technology that gives institutions the power to 
store this personal information—forever.
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“I'LL REMEMBER YOU LONG AFTER THIS ENDLESS SUMMER IS GONE . . . ” (“I’LL 
REMEMBER YOU,” BY KUI LEE)

In the twentieth century, it took years for the state to accumulate information about a particular 
individual. When the Hungarian rebels entered the headquarters of the security police during 
their uprising against the Soviets in 1956, the first thing they did was toss thousands of carefully 
assembled files out the windows. But now all that data—a great deal more—could be stored per-
manently in a few local servers or in the cloud-computing infrastructure. In Big Data: A Revo-
lution That Will Transform How We Live, Work, and Think by Viktor Mayer-Schönberger and 
Kenneth Cukier, the authors emphasize the power of the stored information:

Unlike material things—the food we eat, a candle that burns—data’s value does not 
diminish when it is used; it can be processed again and again. . . .

Massive data storage gives surveillance states the ability to retrieve records of past activity and 
establish a relationship matrix for individual citizens. For example, if a teenage boy gets arrested 
for painting an antigovernment slogan on a wall, then a few clicks of the keyboard will deliver a 
summary of everyone he’s ever talked to with his cell phone. The new technology makes Syria’s 
secret police as powerful as the People’s Commissariat for Internal Affairs under Stalin.

During the first few years after the 9/11 attacks, I focused way too much on the surveillance 
cameras that were beginning to appear all over London (an article in CCTV Image Magazine 
estimated that there are 1.85 million CCTV cameras in the UK—one camera for every thirty-two 
people). A far more important change was the declining cost of data storage. If CCTV cameras 
were capturing thousands of images and NSA programs were reading millions of emails, then 
where was this information going to be stored?

In an insightful paper written for the Brookings Institute’s Center for Technology Innova-
tion, John Villasenor showed how the retail cost of hard disk storage has declined significantly 
since 1980.

Over the past three decades, storage costs have declined by a factor of 10 every 4 years, 
reducing the per-gigabyte cost from approximately $85,000 (in 2011 dollars) in mid-
1984 to about five cents today. In other words, storage costs have dropped by a factor 
of well over one million since 1984.

And this change in storage cost allows the creation of a true surveillance state. Villasenor esti-
mates that, by 2020, storing the digital images from the half-million video cameras in “Peaceful 
Chongqing” will cost only twenty-five cents per person per year.
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So where is all this “big data” and the “metadata” stored? (In the pre-digital world, big data 
is a million books in a library and metadata is the card catalog.) Cloud computer providers like 
Amazon and Rackspace have storage centers all over the world, and the NSA opened a data ware-
house called the “Intelligence Community Comprehensive National Cybersecurity Initiative Data 
Center” in Bluffdale, Utah.
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AN OCEAN OF DATA

NSA’s Utah data center is nestled in the low hills south of the Great Salt Lake. It’s a cluster of large, 
windowless buildings attached to power lines on pylons and surrounded by a barbed-wire fence 
and security lights. Blueprints of the site reveal that an administrative center, a dog kennel, and 
a building with emergency batteries and backup generators are clustered around four identical 
“data halls” where the information is actually stored.

The data halls are huge, box-shaped rooms with exposed ceilings. When people aren’t in the 
halls, the only illumination comes from the blue and yellow LEDs set in the tall racks of servers 
and central processing units. Brewster Kahle, one of the engineers who designed the Internet 
Archive for the public web, estimates that the four halls hold approximately ten thousand racks of 
servers. There have been various estimates that the center can store five zettabytes of information 
or even a yottabyte (the equivalent of five hundred quintillion pages of text). This ocean of infor-
mation has to be kept cooled and connected, so the halls are chilled by a refrigerator plant that 
uses a water-storage tank and a pumping station.

It’s going to be a cold night. In the shadowy data halls, the air is dry and there’s a faint hum-
ming sound. Security guards drink coffee in the administration building while guard dogs roam 
through the compound. When coyotes approach the fence, the dogs go crazy and start barking.

Forget the science-fiction fantasies of star wars and lightsabers. The Utah data center is our 
future. In a few years, everyone living in a digital society will have two Selves. Our Organic Self 
will sleep, eat, and fall in love. But we’ll also have a Shadow Self: an aggregate of digital informa-
tion compiled by the surveillance state. There will be several versions of our Shadow Self—some 
controlled by governments, others assembled by data-gathering corporations such as Acxiom and 
Vigilant Solutions.

At a certain point, your Shadow Self will contain so much data that this unique packet of 
information will be placed in a cyber version of a particular environment or system so that the 
computer can run simulations that will predict your behavior. This “modeling” will be used to 
answer questions. Will you buy this product? Will you vote for our candidate? What is the lowest 
possible salary you will accept for a particular job? Each time you do something, information 
from your actions will flow into the database, and the Shadow Self will become more detailed and 
particular—more useful for predicting your future actions.

Insurance companies are already using computer modeling when deciding whether a cus-
tomer should be issued a life insurance policy. Employers that purchase personal information 
about us from data providers can run simulations on future employee behavior before they hire 
someone.
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The Dalits of India, commonly called “untouchables,” are still discriminated against because 
of their caste designation as they try to become part of their country’s new economy. Someone 
whose Shadow Self displays a high probability of disobedient behavior might become the new 
underclass of the Digital Era.
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BIG DATA

“Big data” is a general term for any collection of digital information so large that it can’t be an-
alyzed by conventional data processing. An example of a big data file is the NSA’s collection of 
human images that it has harvested from global communications. Leaked NSA documents reveal 
that the agency collects “millions of images a day,” including freeze frames from video teleconfer-
ences, ID card databases in foreign countries, and perhaps that phone snapshot of your aunt Rose 
standing in front of a Christmas tree.

Big data analytics are based on a system of algorithms—a set of rules or a step-by-step pro-
cedure for calculations. These calculations can suggest the probability of certain future actions. 
For example, the predictive analytics team working for the Target department stores started with 
a data sample of women who had given their names to a baby gift registry. Looking back through 
the sample group’s previous purchases, the team identified 25 products that gave each female 
shopper a “pregnancy prediction score.”

Target could determine the approximate due date of a customer’s baby by analyzing the 
future mother’s purchases. During the first twenty weeks of pregnancy, women bought zinc and 
calcium supplements. A few weeks away from the delivery date, they began buying washcloths 
and hand sanitizers. Although Target knew when the baby was going to arrive, the company con-
cealed this knowledge by mailing the expectant mother coupon books that included discounts on 
diapers “hidden” within the advertisements for other products.

In the new surveillance states, content is becoming less important than the information 
attached to that content. As Marc Rotenberg, the executive director of the Electronic Privacy In-
formation Center, said in the New York Times:

“American laws and American policy view the content of communications as the most 
private and the most valuable, but that is backwards today. The information associated 
with communications today is often more significant than the communications itself, 
and the people who do the data mining know that.”

One crucial aspect of this sort of mass surveillance data is that it has to be captured, stored, and 
analyzed by machines. The Washington Post’s “Top Secret America” series of articles showed us 
that there’s too much data for a human being to comprehend, so those in charge of the system end 
up reacting to the conclusions delivered to them by the system—rather than to the facts them-
selves.

When humans get facts from other humans, we draw on a wide variety of instincts and 
experiences to evaluate the information. Looking at a video of Director of National Intelligence 
James Clapper testifying to a Senate committee, I notice his shifty eyes and trembling fingers. But 
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when a machine displays a decision on a monitor screen, somehow it seems more objective and 
less open to dispute.

This mystique of truthfulness surrounding the conclusions offered to us by a computer 
program has become especially powerful when the computer is using big data. The engineers and 
computer scientists involved in this field believe that their analytics programs are more reflective 
of reality than the traditional scientific method.

The scientific method has been around since the thirteenth century, when a Franciscan 
friar named Roger Bacon came up with an experimental cycle that involved the formulation of 
a question, the creation of a hypothesis, and then the development of a test that challenged that 
hypothesis. But big data analytics are about correlations, not explanations. And these correlations 
can generate probabilities that we will perform a particular action. In an essay for Wired maga-
zine titled “The End of Theory: The Data Deluge Makes the Scientific Method Obsolete,” Chris 
Anderson wrote:

This is a world where massive amounts of data and applied mathematics replace every 
other tool that might be brought to bear. Out with every theory of human behavior, 
from linguistics to sociology. Forget taxonomy, ontology, and psychology. Who knows 
why people do what they do? The point is they do it, and we can track and measure 
it with unprecedented fidelity. With enough data, the numbers speak for themselves.

This new model of scientific inquiry has a direct relationship to the way decisions will be made by 
the new surveillance states.

Since it’s impossible for human beings to collect and analyze huge sets of data, the job is 
being given to software programs. Humans will design the programs and tell the computers what 
to search for, but the machines will be delivering the analysis. It will seem as though humans are 
still in charge, but those in power will only be responding to computer-generated conclusions that 
they can’t fully understand.
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“WE KILL PEOPLE BASED ON METADATA.” (GENERAL MICHAEL HAYDEN, FORMER 
DIRECTOR OF THE NSA)

Hollywood movies have encouraged the public to believe a James Bond fantasy about how the 
U.S. and British militaries pick their drone targets. As the background music becomes loud and 
strident, a secret agent disguised with a turban pairs up with a local informant to find the right 
person.

During the Afghanistan and Iraq wars, soldiers or military contractors called in drone strikes 
when they were actually on the battlefield. But the military’s Joint Special Operations Command 
has only a handful of human spies on the ground in Yemen, Somalia, and the tribal areas of 
northwestern Pakistan. In these areas, the JSOC’s High Value Targeting task force uses a tracking 
program called Geo Cell to locate the SIM cards in the cell phones of suspected terrorists.

These days, JSOC’s targets know that drones can track their cell phones, so they lend the 
phones to friends and family members. A former drone operator who worked with the NSA told 
The Intercept reporters that some Taliban leaders “go to meetings, take all their SIM cards out, put 
them in a bag, mix them up, and everyone gets a different SIM card when they leave.”

The targeting group rarely has on-the-ground confirmation that an al-Qaeda leader is 
carrying a particular SIM card, so the NSA uses big data analytics to determine targets based on 
patterns of behavior. A communications pod attached to an aircraft hovers over a target area—
vacuuming up information from computers, smartphones, and wireless routers and then sending 
it to an NSA computer.

While this is going on, a drone pilot and drone sensor operator sit in a climate-controlled 
room at Creech Air Force Base in Nevada. Yes, it’s a trained human being who runs through the 
checklist, then squeezes a trigger on his joystick to shoot a missile. But the target is determined by 
the computer’s analytics program.

So what happens when an algorithm delivers the wrong answer and a Pakistani wedding 
party gets hit with a Hellfire missile? No one is going to court-martial a software programmer 
living in Seattle. The drone command group doesn’t analyze the software program’s calculations; 
they’re only aware of its conclusion. As a former JSOC drone operator interviewed in 2014 by The 
Intercept told a reporter:

“The system continues to work because, like most things in the military, the people 
who use it trust it unconditionally,” he says. When he would raise objections about 
intelligence that was “rushed” or “inaccurate” or “outright wrong,” he adds, “the most 
common response I would get was ‘JSOC wouldn’t spend millions and millions of 
dollars, and man hours, to go after someone if they weren’t certain that they were the 
right person.’”
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As NSA general counsel Stewart Baker once said, “metadata absolutely tells you everything about 
somebody’s life. If you have enough metadata, you don’t really need content.”

But what if the algorithms have offered us the wrong decision?
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MCDONALD’S AND THE SURVEILLANCE STATE

Many columnists writing for newspapers in Great Britain and the United States have a traditional 
political view of the attack on privacy. They believe that informed leaders would stop the spread 
of government and corporate surveillance. With an earnest expression on their faces, they lean 
across the table at a dinner party. “All this sounds bad, but don’t worry. All we have to do is pass a 
few good laws.”

Although I do support conventional attempts to reform and control the growing government 
and corporate surveillance, I also believe that use of this technology reflects significant changes in 
our culture. In his book The McDonaldization of Society, sociologist George Ritzer extends Max 
Weber’s theory of rationalization to the twenty-first century. He describes how McDonald’s and 
other fast-food chains have created a system that emphasizes efficiency, calculability, predictabili-
ty, control, and the replacement of humans with nonhuman technology.

The gathering of big data by the surveillance states and the use of analytics to make choices 
that change people’s lives mirror these “McDonald’s values.” The new system depends on nonhu-
man surveillance and calculations made by machines. For those in power, big data results seem 
more controlled and efficient.

Cheerleaders of big data frequently mention a 2009 article in the scientific journal Nature, 
in which a team of researchers working for Google announced that Google Flu Trends (GFT) was 
able to track a flu epidemic a good deal faster than the Centers for Disease Control. The CDC flu 
numbers are based on reports from physicians. On Google.org, the company described its big 
data approach:

We have found a close relationship between how many people search for flu-related 
topics and how many people actually have flu symptoms. Of course, not every person 
who searches for “flu” is actually sick, but a pattern emerges when all the flu-related 
search queries are added together. We compared our query counts with traditional flu 
surveillance systems and found that many search queries tend to be popular exactly 
when flu season is happening. By counting how often we see these search queries, we 
can estimate how much flu is circulating in different countries and regions around the 
world.

This particular use of Google analytics was praised in Kenneth Cukier and Viktor Mayer-Schön-
berger’s Big Data: A Revolution That Will Transform How We Live, Work, and Think. But there 
was just one problem: a 2014 article in Science proved that when you compared Google’s results 
to the real world, GFT doesn’t really work. Google’s big data algorithms overestimated the prev-
alence of flu in the 2012–13 and 2011–12 seasons by more than 50 percent. And in the 2013 flu 
season, Google overstated the spread of flu-like illnesses by a factor of two.
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Google never explained the failure of its prediction system, because the corporation refuses 
to release its search terms or disclose any of its search algorithms. But it’s also doubtful whether 
its engineers are truly able to understand the GFT failure. Big data analytics don’t start with a 
theory and then test it with scientific inquiry. The equations in Google computers are focused on 
detecting correlations in immense amounts of data, and then offering conclusions based on those 
correlations.

One characteristic of the modern surveillance states is that people are going to be arrested, 
imprisoned, and killed based on computer-driven conclusions that the authorities won’t be able to 
explain. And if for some reason the wrong data has been placed in the system, it’s very difficult to 
challenge or change these errors. I’ve had my own experience with this mass surveillance night-
mare.
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THE ORDEAL OF THE ROBERT JOHNSONS

For several years, I was routinely questioned and searched at the airport whenever I returned 
to the United States. As these searches continued I began to sweat and feel sick to my stomach 
whenever I returned to the United States. Usually I would linger on the plane and walk slowly 
toward the passport control hall.

My problems occurred in the era before the Customs and Border Security (CBP) installed 
automated passport control kiosks at JFK Airport’s Terminal 4. It didn’t make a difference wheth-
er I walked fast or not. There was always a long wait before I reached the CBP officer in his little 
booth. By then I had always gained control of my emotions and squelched my impulse to start 
an argument. I was polite to the customs officers who told me that the Transportation Security 
Administration routinely questioned a certain percentage of passengers and would I please follow 
the TSA officer to an interrogation room.

After this happened three times in a row, I became obsessed with looking at the image that 
appeared on the computer screen a split second after the customs officer held my opened pass-
port up to his scanner. Finally I got my chance. During an early morning arrival at JFK Airport, 
I maneuvered myself to the far edge of the counter before the passport was scanned and saw the 
terrible truth: no facts, no explanation, but my name was highlighted. It seemed to glow on the 
monitor screen.

It was clear that I wasn’t on the “No-Fly List”—the file of people not permitted to fly in and 
out of the United States on a commercial aircraft. But for no obvious reason, my name had been 
placed on a second database called the Terrorist Watchlist.

I had no objection to the airport screening procedures used during the years immediately 
after the 9/11 attacks. Unfortunately, the mass surveillance impulse has turned both the No-Fly 
List and the Terrorist Watchlist into mediocre ways to defend the United States.

In 2006, the CBS news program 60 Minutes obtained America’s No-Fly List. In the beginning 
there were only sixteen people on the list, but now there were forty-four thousand names—in-
cluding fourteen of the 9/11 hijackers (all of them killed five years earlier), Juan Evo Morales (the 
president of Bolivia), and Saddam Hussein—who at the time was on trial in Baghdad.

Saddam Hussein wasn’t troubled by the list, but it was a continual ordeal for thousands of 
American men with a common name: “Robert Johnson.” A man who plotted to blow up a movie 
theater in Toronto had once used that name as an alias, but there was no indication on the list that 
he had served twelve years and been deported to Trinidad. Glancing at their computer screens, 
the airline employees and TSA officers didn’t see birth date information or a photograph or any 
kind of explanation—just the fact that “Robert Johnson” was on the No-Fly List. After 60 Min-
utes staff brought twelve of these law-abiding Robert Johnsons to New York for interviews, they 
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discovered that all of them had been pulled aside and interrogated at the airport (some men had 
been questioned more than a hundred times).

“I had my military ID and you know, I go on military bases all the time,” said one of the 
Robert Johnsons. “So I can get on any base in the country, but I can’t fly on a plane, because I am 
on the No Fly List.”

One person who wasn’t surprised by the 540-page No-Fly List was former FBI agent Jack 
Cloonan, who had worked on the Bureau’s al-Qaeda task force when the list was being put to-
gether. “I know in our particular case they basically did a massive data dump and said ‘Okay . . . 
anybody that’s got a nexus to terrorism, let’s make sure they get on the list,’” Cloonan explained 
to 60 Minutes. “And once that train left the station, or once that bullet went down range . . . there 
was no calling it back. And that is where we are.”

Just like the No-Fly List, the Terrorist Watchlist started out with a handful of names. But in 
2009, released FBI data showed that were more than 400,000 names on the list and more than one 
million entries. The lack of details in this massive database meant that the TSA employees search-
ing my luggage and asking me to take off my shoes in a windowless room had no clue why I had 
been pulled out—or how to get me off the list.

This Kafkaesque predicament has become increasingly common in the surveillance states. In 
August 2004, Senator Ted Kennedy—at the time, one of the most famous men in America—was 
told not to board a US Airways shuttle out of Washington because a “T. Kennedy” was on the 
Terrorist Watchlist. Kennedy then had to make three personal calls to Tom Ridge, the secretary of 
Homeland Security, before the computer was told that the senator wasn’t a terrorist.

May the Buddha protect you if your name glows on a computer screen and you aren’t a sen-
ator who has a personal relationship with the head of your country’s top security agency. In the 
Virtual Panopticon, everyone is watched—because everyone is a suspect.
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LOVEINT

“I’m no terrorist,” growled the IT software salesman I met waiting for a flight at Houston’s George 
Bush Intercontinental Airport. “If NSA read my emails, they’re going to get real bored.”

After ordering another beer at the airport bar, I tried to explain the idea that when all per-
sonal information is automatically collected, your private life disappears. 

In the new surveillance states, a large number of people have access to your intimate person-
al information (approximately1.5 million U.S. government employees have “top secret” clearanc-
es). In a July 2014 interview in the Guardian, Edward Snowden challenged the NSA’s assertion 
that your private life is safe from examination by lower-level NSA employees.

When you’re an NSA analyst and you’re looking for raw signals intelligence, what you 
realize is that the majority of the communications in our databases are not the com-
munications of targets, they’re the communications of ordinary people, of your neigh-
bors, of your neighbors’ friends, of your relations, of the person who runs the register 
at the store. They’re the most deep and intense and intimate and damaging private 
moments of their lives, and we’re seizing [them] without any authorization, without 
any reason, records of all of their activities . . .

Many of the people searching through the haystacks were young, enlisted guys and 
. . . 18 to 22 years old. They’ve suddenly been thrust into a position of extraordinary 
responsibility where they now have access to all your private records. In the course of 
their daily work they stumble across something that is completely unrelated to their 
work, for example an intimate nude photo of someone in a sexually compromising sit-
uation but they’re extremely attractive. So what do they do? They turn around in their 
chair and they show a co-worker. And their co-worker says: “Oh, hey, that’s great. Send 
that to Bill down the way.” And then Bill sends it to George, George sends it to Tom 
and sooner or later this person’s whole life has been seen by all of these other people.

At the NSA, the use of spying resources to look up information about ex-wives and possible 
boyfriends acquired a spy craft nickname: “LOVEINT” (a play on acronyms like “HUMINT” for 
human intelligence). In a letter to U.S. senator Chuck Grassley, the NSA inspector general re-
vealed that an NSA employee routinely used information from the phone data program to screen 
the people she met at cocktail parties.
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“YOU DON’T NEED TO WATCH EVERYONE IF EVERYONE BELIEVES THEY’RE BEING 
WATCHED.” (THE TRAVELER)

Every decade or so, the American Psychiatric Association publishes an updated edition of The 
Diagnostic and Statistical Manual of Mental Disorders (DSM)—the official list and classification 
of mental disorders. The next time the publication committee meets, I would like to appear and 
ask a question: “Can you be called a ‘paranoid’ if your government and hundreds of corporations 
really are watching you?” In the past, we could change our appearance and our name, move to the 
country, or hide in a crowded city. But these traditional strategies of concealment are no longer 
effective. If we use electronic communication devices in any form, we become bits of data moving 
across the lines of an invisible grid.

The philosopher Michael P. Lynch explored the impact of the surveillance state on our 
thought process in his essay “Privacy and the Threat to the Self.” A traditional philosophical view 
of the self is that our thoughts are our thoughts because only we have privileged access to them. 
But when a surveillance system begins to know our thoughts based on a massive database of pre-
vious actions, then the relationship between the watcher and the watched creates a vastly unequal 
power relationship. Professor Lynch states:

Our relationship would be so lopsided that there might cease to be, at least to me, any-
thing subjective about you. As I learn what reactions you will have to stimuli, why you 
do what you do, you will become like any other object to be manipulated. . . .

Lynch argues that this process is “employed the world over in every prison and detention camp” 
and that it’s an effective tactic in interrogation techniques. I have watched this psychological de-
moralization—the loss of hope and confidence—that occurs when someone is convinced that the 
authorities know his secrets. When I was in my twenties, I worked part-time for a research study 
that involved the New York City Police Department. After a few months, I became friends with 
the cops in “my” precinct and was allowed to peer through the two-way mirror to watch interro-
gations. I rarely witnessed the physical intimidation of the suspects. By far, the primary interro-
gation strategy was convincing the suspect that “we already know everything about you, so you 
better confess.” If this technique was done cleverly, you could see the suspect’s body slump. It was 
a physical illustration of Professor Lynch’s assertion that our “concept of psychological privacy” 
and our notion of personhood are deeply linked.

In addition, there are a variety of research studies that have shown that people’s behavior 
changes when they know they’re being watched. In school, our behavior always changes when 
the teacher is in the room, and in the 1950s researcher Henry Landsberger coined the term “the 
Hawthorne effect” when analyzing earlier experiments on the workers at the Hawthorne Works, a 
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factory outside Chicago. The experimenters made a variety of changes in the workplace, and all of 
them had a short-term effect on productivity. It was Landsberger’s insight that the various chang-
es were not as important as the fact that the workers knew they were being observed.

So yes, we’re going to act differently if someone is staring at us, but an experiment at the 
University of Newcastle showed that the physical presence of the watcher isn’t necessary. In the 
faculty lunchroom there was a sign that reminded people to pay for their tea and coffee. Profes-
sor Melissa Bateson put up a banner over the notice: one week it was flowers, the next week the 
coffee drinkers were confronted by a pair of eyes. While the experiment was going on, people paid 
almost three times more into the contributions box when the eyes were taped to the wall. It’s im-
portant to note that the room’s layout ensured that “coffee cheats” would never be spotted. It was 
the idea of being watched that changed people’s behavior.

There’s nothing weak or wrong about our reaction to being observed. It’s based on our innate 
desire to cooperate with each other. Michael Tomasello, the co-director of the Max Planck Insti-
tute for Evolutionary Anthropology in Leipzig, has spent a lifetime conducting experiments that 
contrast the different behavior of humans and great apes. Tomasello’s conclusion is that our need 
for cooperation is the driving force behind human language and culture. This cooperation im-
pulse is hardwired in our brain, and it is apparent in early childhood. In one experiment, an adult 
helped a child in an effort to touch an inaccessible toy. When the adult stopped helping, the child 
tried to get the “teammate” to rejoin the group effort (chimps ignored the reluctant helper and 
focused on obtaining the goal on their own).

The eyes taped to the wall over the coffee are not a symbolic warning; they are a visual re-
minder that other people exist and that we should modify our behavior to achieve a mutual goal. 
Realizing the power of our desire to cooperate helps us understand why the citizens of Orwell’s 
dystopia really do want to please Big Brother.
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“EMOTIONAL STATES ASSIGNED TO THE USERS”

So far, I have focused on the way the surveillance state collects, stores, and analyzes our actions, 
but there’s a new generation of products that will monitor our intellectual and emotional engage-
ment as well. In 2010, Microsoft got a patent for “Targeting Advertisements Based on Emotion.” 
Reading the patent application of the U.S. Patent and Trademark Office website, you discover that 
this new software can monitor someone’s Internet activity to “identify a tone of content the users 
interact with during a time period.” At the moment, all this monitoring is focused on increasing 
ad revenue. As the patent application states:

Advertisements are selected for delivery to the users by the computer system. The 
advertisements may be selected based on emotional states assigned to the users or the 
emotional states associated with the advertisements. The computer system delivers 
the selected advertisements with the highest monetization values to the users that are 
emotionally compatible.

In the past, education was supposed to liberate your mind with new ideas, but in the United States 
the thinking process of students is now being monitored closely. These days, a growing percent-
age of American college students receive their textbooks online in a digital form. A privately held 
company called CourseSmart has a catalog of more than forty thousand eTextbooks and supplies 
90 percent of the core textbooks currently in use in higher education. CourseSmart is using an 
online tracking system called CourseSmart Analytics that tracks how much time each student 
spends on each page of a textbook and whether they skip certain chapters. Each student’s “engage-
ment score” is then emailed automatically to the teacher. The author Evgeny Morozov has pointed 
out the peculiar ironies implicit in this monitoring:

Imagine a literature class in which students are assigned to read about George Orwell’s 
1984 using electronic textbooks that spy on them as they read. Or consider a history 
class in which students use such “smart” textbooks to learn about the history of sur-
veillance in the Soviet Union.

The engagement scores can’t tell a teacher whether a student is actually learning something or just 
flipping through the eTextbook while watching television. Textbook-monitoring systems aren’t 
about the quality of the educational experience. They turn each student into an information-pro-
cessing machine.
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WATCHING YOU AT WORK

Orwell’s dystopian vision is usually viewed as something that will occur in the future, but sur-
veillance systems have already appeared in the new millennium workplace. After whistle-blower 
Chelsea Manning leaked an archive of secrets, President Obama issued an executive order in 
October 2011 establishing the National Insider Threat Task Force (NITTF), under joint leadership 
of the attorney general and the director of national intelligence. The Office of National Counterin-
telligence announced that the primary mission of the Insider Threat Program “is to prevent, deter 
and detect compromises of classified information by malicious insiders.”

The Insider Threat Program’s response to this problem was to encourage anyone working for 
a government agency to report on fellow employees. An online tutorial for workers at the Depart-
ment of Agriculture was called “Treason 101,” and a Department of Defense pamphlet provided 
its employees with a long list of “reportable” behavior. For example, one of the more suspicious 
things a federal employee can do is to care enough about his or her job to work late at the office. 
As a 2013 investigative article by the McClatchy News Service revealed, federal employees at 
non-intelligence agencies were told to report coworkers who had “stress, divorce and financial 
problems.”

http://johntwelvehawks.com


Against Authority      - 71 - JohnTwelveHawks.com

THE SURVEILLANCE OFFICE

Telling your boss an intimate secret about a work friend is not a new phenomenon. But the 
Insider Threat Program also installed new software systems that now monitor government em-
ployee emails. American corporations have used the same sort of scanning programs for many 
years. There are hundreds of companies selling easy-to-use software programs, such as “Wa-
veCrest,” that will monitor the keystrokes, emails, and chat on employee computers.

Even more pervasive monitoring has been advocated by Alex “Sandy” Pentland, a computa-
tional social scientist at the Massachusetts Institute of Technology. When Pentland was an under-
graduate at the University of Michigan in 1973, he came up with a method for counting beavers 
from outer space. Because individual beavers were too small to be seen by satellites, Pentland 
decided to count ponds. Professor Pentland frequently brings up the beaver story in interviews, 
stating, “That’s not a bad model for everything I’ve done since. But I’ve been looking at people, 
not beavers . . . using sensors to understand people.” Pentland’s anecdote is actually a good con-
trast between data (one beaver gnawing on a tree) and metadata (possible beaver ponds, seen 
from outer space).

After reading Pentland’s beaver story in several articles, I’ve spent some time trying to dis-
cover whether Professor Pentland ever encountered a living beaver while he was programming 
computers (if so, he doesn’t mention it). Having struggled with a colony of beavers that were 
flooding a friend’s property, I have learned to be wary of this plucky rodent’s stubbornness and 
relentless ingenuity.

In Pentland’s book Social Physics: How Good Ideas Spread—the Lessons from a New Sci-
ence, the MIT professor advocates an office surveillance system as a way for managers to maxi-
mize “idea flow.” He wants the decision making in the modern office to be more automated and 
determined by big data, ignoring the possibility that it’s also an easy way to divorce power from 
accountability.

So how would this be done? Pentland has been called the “godfather of wearable tech.” At 
the MIT Media Lab, he designed and formed a company to sell the “sociometer.” The device was 
described in a 2014 article published by the online magazine The Verge.

The latest Pentland project to garner significant attention is the sociometer. It’s a de-
ceptively simple device roughly the size of a card deck that’s equipped with an acce-
lometer to measure your movement, a microphone to capture your voice, Bluetooth 
to detect other sociometers nearby, and, finally, an infrared sensor to tell when you’re 
engaging those nearby people face-to-face. . . .

Pentland expects employees to obediently wear these devices around their necks like high-tech 
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dog collars as they work in the modern surveillance office. Regardless of the data picked up by 
this device, any employee wearing a monitor will know that he is a tracked object whose actions 
are continuously collected and analyzed. The sociometer will tell your boss what person you’ve 
talked to—and whether you stood face-to-face or turned away from each other.

When I was younger, I wandered through a variety of dangerous and depressing jobs. Work-
ing as a janitor at the flagship Saks Fifth Avenue department store in New York City, I became 
friends with the young men who put the boxes back on the shelves in the shoe department. My 
new pals were continually sneaking off to the stairwells to smoke marijuana. Pentland’s sociome-
ter would cut down on that behavior, but the professor wants to take surveillance one step further. 
His device measures the “energy level” of a personal interaction:

One study revealed that the sociometer helps discern when someone is bluffing at 
poker roughly 70 percent of the time; another found that a wearer can determine who 
will win a negotiation within the first five minutes with 87 percent accuracy; yet an-
other concluded that one can accurately predict the success of a speed date before the 
participants do.

So far only a few corporations have insisted that their employees wear a sociometer—although 
Sociometric Solutions (the company selling the system) has benefited from tech writer articles 
that sound like press releases.

I’ve spent way too much time on the Sociometric Solutions website examining a photograph 
of Dr. Taemie Kim as she wears a sociometer attached to a yellow lanyard. Dr. Kim’s uncomfort-
able, self-conscious smile tells everyone, “Okay, I’m wearing a sociometer for this photo op. But 
I’m cofounder and chief scientist of this company. When can I take the damn thing off?” In 1950s 
America, worker/management distinctions were indicated by separate employee and executive 
washrooms. In the new millennium offices, there will be a dividing line between the Watched and 
the Watchers.

Companies that want to monitor their employees can also buy more conventional detection 
systems that will track someone’s cell phone location in a factory or an office. In addition, there 
are voice-recognition systems on the market that can assess the stress in your voice when you 
talk on the phone. Changes like this will be introduced gradually, in the name of efficiency. In a 
modern surveillance office, your boss will know your location, but he’ll also be able to see if you’re 
lying, worried, or afraid.

It’s obvious that the sociometer is an assault on personal privacy, but I would argue some-
thing even more fundamental: employee-monitoring programs aren’t going to engender better 
decisions. We’re all aware that being watched makes us more self-conscious and cautious. Soft-
ware originally designed to increase communication can also be used to reinforce “top-down” 
control.

Working in developing countries, I discovered a peculiar institutional equation: the farther 
away management is from the action, the more certain they are about what is going on. (For ex-
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ample, the London office was constantly telling us, “Oh, that road is safe” when my drivers knew 
that it was a gauntlet of dangerous military roadblocks.) The best decisions are made by a small 
group of people who have a direct, personal relationship with an organization’s day-to-day activi-
ty. These people aren’t tracked. Their conversations aren’t monitored and quantified. Late at night 
they sit in someone’s office—or in the back room of a pub—and consider and argue and show the 
courage to consider new ideas.
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BIG BROTHER FULFILLS YOUR ORDER

Workplace communications are no longer private in the Digital Era, and that level of monitoring 
is being extended to employee actions. If you want to see what the Virtual Panopticon looks like 
with real walls and minimum-wage “prisoners,” get a job in a warehouse run by Apple, Amazon, 
or any of the third-party logistics contractors (“3PLs”) that fulfill orders for online retailers.

Adam Littler, an undercover reporter for the BBC’s Panorama show, worked for Amazon’s 
UK warehouse in Swansea, and the American journalist Mac McClelland got a job with a 3PL 
shipping facility in Ohio. Although they worked for different companies in different countries, 
their experiences as “pickers” are remarkably similar.

A majority of workers in these warehouses are temporary employees hired by an outside 
contractor. Applying for a job, they rarely talk to a human being. Instead they show up at a staff-
ing office and answer questions on a computer screen (the information is analyzed and checked 
by the application program). If you pass a mandatory drug test, then you’ll be called back to 
watch videos about your new job. The videos show animated workers who oversleep, get sick, or 
show up late. There are no acceptable excuses. If you miss work for any reason, you will be penal-
ized on a point system.

Employee databases were initially established so that a business could handle payroll taxes, 
work injuries, and safety issues. In the digital workplace, the database is focused on collecting and 
storing a detailed record of employee actions—you’re watched, and you know that you’re watched. 
In her article for Mother Jones, Mac McClelland described the point system that is continually 
tabulated by a computer.

A minute’s tardiness after the first week earns us 0.5 penalty points, an hour’s tardiness 
is worth 1 point, and an absence 1.5; 6 is the number that equals “release.” But during 
the first week even a minute’s tardiness gets us fired.

The new “pickers” working at a 3PL warehouse are given a scanner that monitors every second of 
their work time. They must find an item among the thousands of shelves, scan its bar code, dump 
the object in a plastic tote, and place it on a conveyer belt. In the Ohio warehouse, new employees 
are expected to make 75 percent of their total picking-volume targets, but the monitoring system 
doesn’t register the difficulty of a particular task. On her first day of work, McClelland was faced 
with the continuous anxiety created by a daily quota.

Find a Rob Zombie Voodoo Doll in the blue section of the Rockies sector in the third 
bin of the A-level in row Z42, my scanner tells me. But if I punch into my scanner that 
it’s not there, I have to prove it by scanning every single other item in the bin, though 
I swear on my life there’s no Rob Zombie Voodoo Doll in this pile of 30 individually 
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wrapped and bar-coded batteries that take me quite a while to beep one by one. It 
could be five minutes before I can move on to, and make it to, and find, my next item. 
That lapse is supposed to be mere seconds.

At Amazon’s UK warehouse in Swansea, the computer expected a picker to find and collect an 
order for delivery every thirty-three seconds. During a ten-and-a-half-hour shift at Swansea, a 
picker would walk nearly eleven miles. If the pickers don’t make their quota (scanning the ma-
jority of their items in the time allowed), they’re fired. As Adam Littler said in his report for the 
BBC’s Panorama:

“We are machines. We are robots. We plug our scanner in, we’re holding it, but we 
might as well be plugging it into ourselves. We (the employees) don’t think for our-
selves. Maybe they don’t trust us to think for ourselves as human beings.”
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YOUR COMPUTER TELLS YOU HOW TO VOTE

I’ve already described how surveillance equipment and software are used by authoritarian regimes 
to discover, track, and arrest dissidents. Although opposition leaders in Western democracies 
aren’t being arrested because of this kind of technology, a new generation of software tools is 
being used to target individual voters and directly manipulate the public dialogue about political 
issues.

In the 2012 U.S. presidential elections, both major parties used big data analytics. President 
Obama’s big data effort was called “Project Narwhal” after the tusked arctic whale, while the 
Romney campaign’s mobile-optimized web application was called “Orca” because killer whales eat 
narwhals. (Orca crashed on Election Day.)

In the past, candidates running for office could send someone down to the county clerk’s 
office to look up voter names, addresses, and party affiliation. But Narwhal linked all state and na-
tional Democratic Party databases together with “full data integration.” This allowed Democrats 
to combine everything they knew about each voter (including zip code, voting frequency, and 
contributions). Every voter in the system was given an individual file with “flags” for hot-button 
issues. A Slate article revealed:

Full data integration would allow the campaign to target its online communication as 
sharply as it does its offline voter contact. When it comes to sensitive subjects like con-
traception, the campaign could rely on its extensive predictive models of individual 
attitudes and preferences to find friendly recipients.

Before the 2012 election, I used one of my various fake names and email addresses to sign an 
online petition about a “concealed gun” permit issue. This one action placed that identity in 
several right-wing political databases, and I’m still receiving emails that are pro-gun and against 
immigration.

Powerful groups in countries with a digital infrastructure now have the means to deliver a 
political message tailored to the specific fears and desires of each citizen. Eli Pariser, an Internet 
activist, has written about this phenomenon in his book The Filter Bubble. He describes a polit-
ical environment where large databases use algorithms to figure out an individual’s beliefs, and 
then continually send tailored messages to each targeted voter. Facebook already does this with 
the “personalized” news stream that appears on your home page, and Google remembers your 
searches to guide future search results.

In addition, those in power are now able to directly manipulate the political dialogue in a 
wide variety of ways. In July 2014, The Intercept released a top-secret document called “JTRIG 

http://johntwelvehawks.com


Against Authority      - 77 - JohnTwelveHawks.com

Tools and Techniques.” This summary described the “tools” created by the GCHQ’s Joint Threat 
Research Intelligence Group (JTRIG) that could be used to shape public opinion.

Have you ever answered an online poll and then pressed the enter button? If your opinion 
matches the majority view, you feel that your personal view has been confirmed by the group 
consensus. But JTRIG’s UNDERPASS program can literally change the outcome of online polls. In 
addition, its WARPATH program can send out millions of text messages supporting a particular 
political issue to your phone or mobile communications device.

I think it’s safe to conclude that those in power aren’t going to be happy when you and your 
friends read Against Authority. They will either find a public attack dog or create an online “sock 
puppet” to criticize me personally. With a few clicks of the computer mouse, someone working 
for the NSA and/or the GCHQ can use the GATEWAY program to “artificially increase traffic” 
to a pro-surveillance website or use the SLIPSTREAM program to inflate the page-view numbers 
that appear on those pro-surveillance sites.

As Glenn Greenwald pointed out in his Intercept article, young online activists have been 
arrested for actions that are now being duplicated by the Joint Threat Research Intelligence 
Group. If a teenage hacker uses widely available tools to disable someone’s account or fake an 
email address and send out a spoof message, then the police might knock on his door. But if the 
government uses a program with a macho code name like ANGRY PIRATE (account disabling) 
or CHANGELING (email spoofing), then a lower-level technician at the GCHQ gets promoted to 
supervisor.

The introduction to this eight-page list of Internet “tools” begins with a swaggering tone. The 
JTRIG author boasts, “Don’t treat this like a catalogue. If you don’t see it here, it doesn’t mean we 
can’t build it.” But the statement ends with a more ominous phrase: “We only advertise tools here 
that are either ready to fire or very close to being ready.”

Yes. Exactly. These are high-tech weapons that can be aimed at specific targets. Does anyone 
reading this believe that these targets are only going to be “terrorists”? The goal of those in power 
is to defend that power. No government leader—either in a democracy or in a dictatorship—is 
going to turn away from this new tool to manipulate public opinion.

http://johntwelvehawks.com


Against Authority      - 78 - JohnTwelveHawks.com

THE NORMALCY PERIMETER

I’ve tried to describe how the monitoring mechanisms of the surveillance state influence our work 
environment, educational system, and political activities. But the predictive power of big data will 
eventually have an even more significant impact on our society.

In “The Minority Report,” a science-fiction short story by Philip K. Dick, the police arrest 
people for “precrime”—that is, murders or other crimes they are likely to commit in the future. 
Dick wrote his story in 1956, long before the Internet and our present Digital Era. Instead of using 
computers to predict precrime, the state uses three “precogs” (mutants with shriveled bodies and 
enlarged heads that have the power to see up to two weeks into the future).

Like the precogs, the algorithms that analyze big data can offer strong probabilities that an 
individual will perform a particular action in the future. Amazon has been on the cutting edge 
of this sort of analysis. The company has already requested a patent for a “method and system for 
anticipatory shipping.” (Note: the patent application can be viewed on the United States Patent 
and Trademark Office website.) Amazon’s new system will use “previous searches and purchas-
es, wish lists, and how long the user’s cursor hovers over an item online” to determine when a 
product should be sent to a warehouse near your home. It will be ready to be shipped when—as 
predicted—you click your mouse and buy it.

In the United States, predictive algorithms are being used by parole boards and insurance 
companies to determine whether a prisoner should be set free or whether someone should be 
offered life insurance. In Norway and West Germany, children identified as being in a risk group 
are continuously monitored by the state.

While it isn’t the high-tech system described in “The Minority Report,” the Chicago police 
are using a predictive crime analysis program called “Two Degrees of Association.” It’s a data anal-
ysis program that searches through all the police records in the digital database. According to the 
Chicago Tribune,

Among the [risk] factors are the extent of a person’s rap sheet, his or her parole or 
warrant status, any weapons or drug arrest, his or her acquaintances and their arrest 
histories—and whether any of those associates have been shot in the past.

After all the numbers were crunched, the police computer came up with a “heat list” of 420 people 
who were more likely to be involved with violence.

The Chicago police were already using a computer-driven “hot spot” targeting program that 
predicted where a crime was more likely to occur. The typical response was to send more police-
men to that area. But no one knew what to do with a program that predicted behavior. When the 
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hot list was sent out to district police commanders, one of them visited the possible killers/victims 
living in her area and told them, “We’re watching you.”

Many years ago, when I was visiting Chicago, a friend took me to Mike’s tavern on Webster 
Avenue, a shabby gathering spot for Chicago police officers who stopped by after their shifts. My 
friend knew several of the cops and they seemed like a very streetwise, knowledgeable group of 
people. I’m sure that all of them had a mental “hot list” of local criminals who had a high prob-
ability of being involved in a violent activity. But we are moving toward a system where these 
human instincts will be discounted and cops might be given predictive precrime lists generated 
by a computer.

A few pages earlier, I described those haunted travelers named Robert Johnson who found 
themselves on the No-Fly list. The precrime list could include similar citizens trapped in a con-
temporary version of Kafka’s The Trial with its memorable first line: “Someone must have slan-
dered Josef K., for one morning, without having done anything truly wrong, he was arrested.”

I don’t know whether a twenty-two-year-old Chicago resident named Robert McDaniel has 
read The Trial, but he woke up one morning and found himself on the heat list. McDaniel had 
been arrested on a few minor charges that resulted in one misdemeanor conviction, and he didn’t 
take it well when a police commander informed him that he was “500 times more likely” to kill 
someone or be killed. As he told the Chicago Tribune,

“I haven’t done nothing that the next kid growing up hadn’t done. Smoke weed. Shoot 
dice. Like seriously?” an incredulous McDaniel said while recalling the recent visit 
from the police brass. . . .

Jay Stanley, a Senior Policy Analyst for the ACLU’s Speech, Privacy and Technology Project, 
immediately understood how this heat list for “risky” citizens could be used by policemen using 
a wearable technology like Google Glass. Google’s optical head-mounted display can photograph 
faces and identify them using a facial recognition program.

Why should the police restrict their hotlist to 400? Why not 4,000 or 40,000? In fact, 
why not give every citizen a rating, between 1 and 100 say, of how “risky” they might 
be? Then the police could program their Google Glass to display that score hovering 
above the head of every person who comes into their field of vision.

This sort of technology would first appear in major cities, and then spread through trickle-down 
surveillance. The only justification needed by the authorities is “terrorism” or “crime” – a one-
word threat.
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MARY POPPINS WITH A GUN

So how would predictive algorithms touch our lives in a future surveillance state? In the Fourth 
Realm Trilogy, I invented a monitoring system called “Norm-All” that was first developed for the 
fictional Evergreen Foundation.

Norm-All was something called a “personal perimeter program.” Six thousand em-
ployees of the U.S. Defense Department had been monitored for five years and this 
had established the benchmarks for acceptable behavior. Each employee was given 
a number—a sort of equation—that gradually evolved as the computer gained more 
data about your particular lifestyle. If your equation went outside a certain perimeter 
of normalcy, then you were more likely to have mental and physical problems.

A few days later small infrared cameras appeared in all the buildings. The cameras 
allowed the Norm-All program to scan an employee’s body and determine blood pres-
sure, heart rate and body temperature. There were rumors that phone calls at the Cen-
ter were evaluated by a computer program that could measure the stress level in your 
voice and the use of various “trigger” words.

But most of the monitoring was unobtrusive. Susan realized that Norm-All could track 
the movement of her car and evaluate the purchases she made with her bankcard. 
She wondered how much weight was given to certain negative actions. Your personal 
equation would clearly be damaged by an arrest for drunken driving, but what hap-
pened when you checked out a “negative” book from the public library?

I know that it’s difficult to predict the future (just ask an honest stockbroker). But in his percep-
tive essay “The Rise of Data and the Death of Politics,” Evgeny Morozov focuses on the “smarti-
fication” of everyday objects. “Smart” objects sense your presence. They track your actions and 
send this information to a database. It’s clear that these smart objects can easily be used to direct 
human behavior.

For example, Apple has obtained a patent for a device in your cell phone that will sense 
whether you are in the driver’s seat of a moving car. If that’s true, a program automatically blocks 
your texting feature. Currently, EU officials are considering the requirement that all new cars 
sold in Europe will have a built-in mechanism that will allow the police to stop vehicles remotely. 
Speaking at the CES electronics trade show, Jim Farley, Ford’s global vice president for marketing 
and sales, announced that he had no problems with that:

“We know everyone who breaks the law, we know when you’re doing it. We have GPS 
in your car, so we know what you’re doing. By the way, we don’t supply that data to 
anyone. . . .”

http://johntwelvehawks.com


Against Authority      - 81 - JohnTwelveHawks.com

Farley subsequently retracted his comments, but the development of newly designed “smart” 
objects continues. Let’s say that you decide that it’s a “social benefit” for people to wash their 
hands after they use a toilet. If you want to turn this private action into a mandatory choice, 
Procter & Gamble is selling the Safeguard Germ Alarm, a sensor inside a soap dispenser. An 
alarm starts ringing when you leave a toilet stall and it stops only when you push the soap-dis-
pensing button. But why stop there? Why not place surveillance systems in bars and restaurants 
so that we can cut down on drunk driving? The government could even use algorithms to predict 
whether someone will become a future drug addict or a tax cheat. Our future society won’t need 
the face of Big Brother. It will become a nanny state: Mary Poppins with a gun.
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CUP O’ TEA?

I doubt whether we’ll ever meet, but I do have the fantasy that anyone who downloads Against 
Authority is a potential friend of mine who has come over to one of my borrowed apartments 
to read the manuscript. I’m sitting in a green leather club chair in a bare room that looks out at 
the rooftops of North London. You’re sitting on a saggy couch on the other side of the room and, 
when you’re done reading a page, you let it fall onto the floor.

It’s late in the afternoon on a dark, wintery day. Suddenly, I stand up and ask you if you’d like 
a cup of tea or some coffee. In one of my favorite Orwell essays, he explains how to make a perfect 
cup of tea (loose tea in a ceramic pot, boiling water, a cylindrical cup, and making sure to pour 
the tea in before adding the milk). There is a beauty in these domestic rituals. When we perform 
one small deed correctly, it gives us a feeling that all is right with the world.

While we’re waiting for the water to boil, perhaps you’ll let me summarize what you’ve read 
so far.

I’ve told you about one of my childhood experiences, and my belief that we have the inherent 
power to make free choices.

I’ve described the Virtual Panopticon of the new surveillance states: an interconnected 
system that is invisible, pervasive, automatic, and permanent. The humans who live within this 
system are increasingly responding to orders given to them by machines.

I’ve given you examples of the ways that the surveillance system and its massive databanks of 
personal information are starting to influence our education, work, politics, and the way we see 
ourselves.

This brings us to a moment when whoever is reading might start asking some questions: “So 
what am I supposed to do? Go off the grid and live in a cave? Blow up a data warehouse? Or just 
accept my life as another bar-coded object tracked within a World of Things?”
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LOOKING THROUGH THE TWO-WAY MIRROR

“Should we try to live off the grid?” Ten years ago, I believed that this was possible, but because of 
“trickle-down surveillance,” it’s becoming impossible to escape the grid in a rural area or in a de-
veloping country. Most of the people reading this essay have jobs that involve computers. We have 
cell phones, and we use the Internet. Like it or not, we’re living in a digital infrastructure.

“Should we sabotage the system?” If you’re talking about blowing things up, I think that’s 
a waste of time. Although I write dystopian fiction, I don’t believe in dystopian fantasies. Unless 
some future hacker genius creates a virus that wipes every database clean, it’s clear that destroying 
one small part of the Panopticon is not going to bring the walls down.

“My friends don’t seem to worry about the destruction of our privacy. Why should I care?”
When it comes to the rise of the surveillance states, I reject all the comprehensive theories 

used to justify or attack this fundamental change in society. There was a reason why I started this 
essay with a description of my experiences with Dr. Naylor and Carla. I think most of us know 
instinctively when we’re being watched and when some institution is trying to control our actions.

When I stood in the room with the two-way mirror, I felt that the balance of power between 
authority and my own Self had been taken one step too far. I’m not asking you to accept a big 
theory or a particular ideology (the surveillance state is one issue where the left and right can find 
common ground). All I’m suggesting is that you consider the idea that a life of being watched can 
never be truly free.

Anyone who steps back for a minute and observes our modern digital world might conclude 
that we have destroyed our privacy in exchange for convenience and false security. That private 
world within our thoughts has been monitored, tabulated, and quantified. Our tastes, our opin-
ions, our needs, and our desires have been packaged and sold as commodities. Those in power 
have pushed their need for control one step too far. They turned unique individuals into data files, 
and our most intimate actions have become algorithmic probabilities.

I acknowledge the power of this Virtual Panopticon, but I no longer accept its right to moni-
tor and control my life. 

I reject its authority.
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A DIFFERENT VISION

Some of us have turned our faces away from the CCTV cameras. We are part of a growing com-
munity of people who share a different vision.

We believe that privacy is necessary for free speech and free thought. Privacy is one of the 
crucial elements necessary for any significant political change.

We believe that governments and corporations must describe and justify the reasons for any 
mass surveillance of our private communications, actions, and thoughts (a general term for this is 
“informed consent”).

We believe that a wide range of responses are both permissible and necessary to defend our 
Selves both from political manipulation and from commercial exploitation.
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A PLACE OF REFUGE

Amazon and other commercial websites will eventually distribute this essay for free as an 
e-book. In addition, my novels are sold by a publishing house owned by a German multinational 
mass-media corporation. Like most of the people reading this book, I occasionally buy products 
online and am photographed by CCTV cameras. I have lived off the grid at various moments of 
my life, but now that I’m older I prefer the daily comfort of an urban environment.

It’s our choice to live this way in the Digital Era. So what should we do? What kind of life will 
allow us to act and think freely in a surveillance state?

A good first step is to find or create an occasional place of refuge where you can escape the 
electronic grid that surrounds us. It’s a place without phones or computers—without monitoring 
of any kind. Stepping back from the grid is especially important if you have small children. They 
need to discover the possibilities created by their own imaginations.

I realize that switching off one’s Twitter feed is highly difficult for some people. But walking 
alone down a forest path, smelling the wet earth, and watching branches sway in the wind is actu-
ally the first step in your act of resistance.

You can’t truly hear your own voice until the shouting around you disappears. New ideas and 
possibilities—our own ideas, our own possibilities—will occur only when we step away from the 
Virtual Panopticon.

At various times of my life I have turned away from our high-tech society. When I was 
younger I simply camped or explored the wilderness on my own. During the last few years, I’ve 
experienced more extreme periods of isolation in Nepal and Tibet (in both of these countries, 
people are more accepting of these kinds of actions).

The last time I stepped off the grid, I took photographs of myself before and after the experi-
ence. On the first day, my face showed the conventional “mask” we all create to protect our private 
Self. Thirty-one days later, I had grown a beard, but that was an insignificant change. I was smil-
ing. My eyes were wide open and ready to see the beauty of our world.

One consequence of living—even for a short time—in a place of refuge is that when you 
return to your daily routine, you’ll be more aware of the ways that the Panopticon is watching 
you and predicting your behavior. This awareness gives you the motivation to gradually create a 
parallel life.
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PARALLEL LIVES

My Public Self uses a credit card to buy an airline ticket, walks through an airport, and boards a 
plane. This Self pays income taxes, uses a smartphone, and doesn’t hide his face from the CCTV 
cameras that have appeared throughout New York and London. 

Then there is my Private Self that gives a fake phone number to an inquisitive clerk, doesn’t 
post a photograph on Facebook, and uses a search engine that won’t remember searches. I’ve used 
a gift card (paid for with cash) to purchase Apple apps and my identity is not on the Apple Corpo-
ration’s database. 

Finally there is a Secret Self that owns a throwaway cell phone purchased with cash and uses 
Internet software like Tor that enables online anonymity. 

In the beginning, these actions to defend your privacy feel like a game. But deliberately con-
cealing yourself from the Panopticon makes you feel less passive and more aware. There’s nothing 
flashy going on here—just small daily actions that continually undercut the constant attempt by 
governments and corporations to know who you are and what you’re doing.
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THE SHARK CAGE

The Internet is not a cyber utopia offering freedom to anyone with a blog. It’s part of the world 
economy (other than Wikipedia, the vast majority of the top one hundred websites are owned by 
large corporations).

We exist in a marketplace where our personal information is collected and sold. But the 
marketplace can protect our privacy if we make conscious choices. Companies selling computers 
and phones design their product first, then add firewalls and security software later. The grow-
ing awareness of the attack on privacy has prompted a small group of cryptographers to design 
communications devices that assume that both the Internet and the cellular network have been 
compromised.

Recently, a company has introduced the Blackphone—an Android-based smartphone that 
provides easy-to-use encryption for phone calls and text messaging (the same company is de-
veloping “a private and secure” email system called Dark Mail). By the time you read this, there 
may be better-designed phones and more secure email systems. The real news is that the market 
is beginning to respond to the public’s growing realization of how the surveillance state destroys 
freedom. More pro-privacy computers and communications devices will be created, and they will 
gradually become less expensive and easier to use.

Wealthy people and celebrities routinely hire specialists to create an electronic “shark cage” 
that protects their phone and online privacy. But privacy is no longer a rich man’s luxury. In the 
last few years, small companies like the Boston-based Abine Corporation are selling software that 
can control the personal information that companies and other people can see about consumers 
online.

In democratic countries with a digital infrastructure, the market will eventually offer us 
cheap and easy-to-use ways to step away from certain aspects of the Panopticon. All you need is 
enough cash to buy a prepaid debit card—and the desire to live an unmonitored life.
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PARALLEL SYSTEMS

Although much of my clothing looks like it was purchased at a Salvation Army store, I own two 
smartphones (one purchased with cash), an iPad, two regular computers, and a “clean” notebook 
computer that’s unattached to any identity. There’s nothing wrong with technology itself. A license 
plate scanner attached to a computer has no ideology. The real issue is control. Who gives instruc-
tions to these new machines, and what are they used for? Who makes the rules for our society 
and our lives? 

One positive aspect of the new technology is that it gives us the means to create parallel 
systems that exist alongside the dominant social and economic system. Examples can be found 
everywhere: organic farming, home solar power, and the do-it-yourself movement (DIY), which 
encourages people to “life hack” common problems and use open-source designs to make ma-
chines.

Using a parallel system allows us to makes a distinction between the surveillance state and 
those transactions that are not instantly part of a database. When we buy a locally grown tomato 
at the farmer’s market, use a peer-to-peer payment system that involves cryptocurrency, or rent 
a room in someone’s apartment while traveling, we’re engaged in a transaction that will not be 
tracked or quantified. 

Participating in these parallel systems and creating a parallel life are both choices. And most 
people living in democratic countries still have these choices. But what should we do if the sur-
veillance states extend their power into every aspect of our lives? 

When do you decide that you have had enough? 
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RESISTANCE

For several years I worked for an organization that sent its employees out to work in war zones 
all over the world. On a number of occasions, I walked through villages where everyone had 
been killed and the bodies were left to swell up and rot in the sun. Time disappeared during these 
moments, and I was conscious only of the stench and the buzzing sound that came from swarms 
of flies. Eventually, my Sikh driver would honk the horn of the truck filled with relief supplies. I 
would get back into the truck cab and continue up the road. But these experiences stayed in my 
memory. I wanted to know why humans acted with such deliberate cruelty. When should we turn 
away from evil? And when should we resist?

When I returned to America, I began to read books about the Holocaust that described how 
ordinary people were transformed into executioners while a smaller group risked their lives try-
ing to save others. There’s a long shelf of books about individual rescuers like Oskar Schindler, but 
it was difficult to come up with a general theory as to why they stepped forward.

A friend recommended that I read about Stanley Milgram’s famous “obedience studies” in 
the early 1960s. The Yale University psychologist was trying to understand how authority could 
push individuals into performing cruel or unethical actions, so he conducted a series of experi-
ments on the Yale campus.

Imagine that you were one of the people who answered a newspaper ad looking for paid par-
ticipants in a “scientific experiment.” When you arrive at the basement laboratory, a man wearing 
a white lab coat tells you that you’re going to participate in a study of how memory is influenced 
by punishment. You fill out a questionnaire, then pick a piece of paper that gives you the role of 
“teacher” while the other participant is “the learner” (actually an actor hired by Milgram). The 
learner is taken to another room and an electrode is strapped to his wrist. Then the experimenter 
asks you to give the learner a set of word pairings to memorize.

If the learner in the next room answers correctly over an intercom, you’re supposed to praise 
him. But if the learner gives the wrong answer, you’re told to press a switch that gives a shock to 
the other person. At first, the learner answers correctly, and then he begins to make mistakes. 
Each time that happens, you’re told to press a switch with a higher voltage indicated on the con-
trol panel. You’re ordered to keep going even when the learner begins to scream.

After nineteen different experiments with more than a thousand participants, Milgram de-
scribed the obedience study to a group of forty psychiatrists and asked them to estimate what per-
centage of teachers would reach the 450-volt level marked with an ominous XXX on the control 
panel. The psychiatrists decided that only 1 percent of the test group would go all the way. They 
were astonished to learn that two out of three “ordinary” men and women gave the maximum 
shock even when the learner in the other room had stopped responding.
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Humans can be manipulated to obey. As information and communications technology 
creates a surveillance state, I’m worried that fear of terrorism will create a system where police 
officers and soldiers will obey the computer-generated decisions that appear on their optical 
head-mounted displays.

So what can stop this from happening? In 2006, a professor at Santa Clara University named 
Jerry Burger duplicated Milgram’s experiment using an experimental procedure where the “teach-
ers” were pushed only toward a maximum 150-volt level. When he interviewed the participants 
afterward, Burger discovered that those who had stopped participating felt that they were respon-
sible for giving the shocks, while those participants who obeyed had decided that the experiment-
er was responsible.

Milgram’s research shows us that anyone who identifies with authority can be manipulated to 
defend institutional goals. This sort of mindless obedience can be defeated only by one’s sense of 
identity.

Identity is not taste or fashion; it has nothing to do with what we’ve purchased in the past or 
want to buy in the future. Identity comes from making real choices that force you to decide what 
is true, fair, and just. Identity is not given to you; it’s earned by your life experiences.

http://johntwelvehawks.com


Against Authority      - 91 - JohnTwelveHawks.com

ONE MAN STANDING IN THE MIDDLE OF A STREET

Instead of giving a machine the power to watch and guide our behavior, we need to create a 
society that encourages everyone to think and choose freely. A good starting point is to ask a few 
basic questions:

Who are you and what do you want?
What gives you joy and what makes you angry?
What is the one decision made by those in power that will force you to step forward?
The key image of our era is not an astronaut on the moon or a billionaire holding a new 

smartphone. I’m continually inspired by the 1989 video of a man standing in front of a column of 
tanks one day after the Chinese military massacred the pro-democracy protesters who had gath-
ered in Beijing’s Tiananmen Square.

When the lead tank tries to drive around this protester, he repeatedly steps into its path. 
The driver of the lead tank shouts at him. The column starts to move, but the lone protester stops 
them once again. I don’t know this hero’s name and I don’t know what happened to him, but I’m 
still inspired by his bravery. The Tank Man was acting like a free human being—making a con-
scious choice to resist authority.

Even if you spent most of your day using some kind of electronic device, you’re not a 
light-emitting diode or a computer chip. We should never consider ourselves a functional compo-
nent of any new technological system. We are physical beings that have been given the privilege 
and the power to say no.

When your own moment arrives, it probably won’t involve a column of tanks, but you’ll 
know that there is no other alternative. You must confront authority or your true Self would no 
longer exist.

The new surveillance states have placed us in an invisible prison. If we wish to break free, we 
need only to step forward and open the door
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